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QUESTION 1

An audit has revealed that database administrators are also responsible for auditing database changes and backup
logs. Which of the following access control methodologies would BEST mitigate this concern?

A. Time of day restrictions

B. Principle of least privilege
C. Role-based access control
D. Separation of duties

Correct Answer: D

QUESTION 2

Ann, a college professor, was recently reprimanded for posting disparaging remarks re-grading her coworkers on a web
site. Ann stated that she was not aware that the public was able to view her remakes. Which of the following security-
related trainings could have made Ann aware of the repercussions of her actions?

A. Data Labeling and disposal

B. Use of social networking

C. Use of P2P networking

D. Role-based training

Correct Answer: B

QUESTION 3

A system administrator needs to implement 802.1x whereby when a user logs into the network, the authentication
server communicates to the network switch and assigns the user to the proper VLAN. Which of the following protocols
should be used?

A. RADIUS

B. Kerberos

C. LDAP

D. MSCHAP

Correct Answer: A
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QUESTION 4

A new firewall has been places into service at an organization. However, a configuration has not been entered on the
firewall. Employees on the network segment covered by the new firewall report they are unable to access the network.
Which of the following steps should be completed to BEST resolve the issue?

A. The firewall should be configured to prevent user traffic form matching the implicit deny rule.

B. The firewall should be configured with access lists to allow inbound and outbound traffic.

C. The firewall should be configured with port security to allow traffic.

D. The firewall should be configured to include an explicit deny rule.

Correct Answer: A

QUESTION 5

A security program manager wants to actively test the security posture of a system. The system is not yet in production
and has no uptime requirement or active user base. Which of the following methods will produce a report which shows
vulnerabilities that were actually explogted?

A. Peer review

B. Component testing

C. Penetration testing

D. Vulnerability testing

Correct Answer: C

A penetration test, or pen test, is an attempt to evaluate the security of an IT infrastructure by safely trying to explogt
vulnerabilities.
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