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QUESTION 1

A company is developing a two-tier web application on AWS. The company\\'s developers have deployed the
application on an Amazon EC2 instance that connects directly to a backend Amazon RDS database. The company
must not hardcode database credentials in the application. The company must also implement a solution to
automatically rotate the database credentials on a regular basis. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Store the database credentials in the instance metadata. Use Amazon EventBridge (Amazon CloudWatch Events)
rules to run a scheduled AWS Lambda function that updates the RDS credentials and instance metadata at the same
time. 

B. Store the database credentials in a configuration file in an encrypted Amazon S3 bucket. Use Amazon EventBridge
(Amazon CloudWatch Events) rules to run a scheduled AWS Lambda function that updates the RDS credentials and the
credentials in the configuration file at the same time. Use S3 Versioning to ensure the ability to fall back to previous
values. 

C. Store the database credentials as a secret in AWS Secrets Manager. Turn on automatic rotation for the secret.
Attach the required permission to the EC2 role to grant access to the secret. 

D. Store the database credentials as encrypted parameters in AWS Systems Manager Parameter Store. Turn on
automatic rotation for the encrypted parameters. Attach the required permission to the EC2 role to grant access to the
encrypted parameters. 

Correct Answer: C 

https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_database_secret.ht ml 

 

QUESTION 2

A company runs its databases on Amazon RDS for PostgreSQL. The company wants a secure solution to manage the
master user password by rotating the password every 30 days. Which solution will meet these requirements with the
LEAST operational overhead? 

A. Use Amazon EventBridge to schedule a custom AWS Lambda function to rotate the password every 30 days. 

B. Use the modify-db-instance command in the AWS CLI to change the password. 

C. Integrate AWS Secrets Manager with Amazon RDS for PostgreSQL to automate password rotation. 

D. Integrate AWS Systems Manager Parameter Store with Amazon RDS for PostgreSQL to automate password
rotation. 

Correct Answer: C 

 

QUESTION 3

A hospital recently deployed a RESTful API with Amazon API Gateway and AWS Lambda The hospital uses API
Gateway and Lambda to upload reports that are in PDF format and JPEG format The hospital needs to modify the
Lambda code to identify protected health information (PHI) in the reports 
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Which solution will meet these requirements with the LEAST operational overhead? 

A. Use existing Python libraries to extract the text from the reports and to identify the PHI from the extracted text. 

B. Use Amazon Textract to extract the text from the reports Use Amazon SageMaker to identify the PHI from the
extracted text. 

C. Use Amazon Textract to extract the text from the reports Use Amazon Comprehend Medical to identify the PHI from
the extracted text 

D. Use Amazon Rekognition to extract the text from the reports Use Amazon Comprehend Medical to identify the PHI
from the extracted text 

Correct Answer: C 

 

QUESTION 4

A media company is evaluating the possibility ot moving rts systems to the AWS Cloud The company needs at least 10
TB of storage with the maximum possible I/O performance for video processing. 300 TB of very durable storage for
storing media content, and 900 TB of storage to meet requirements for archival media that is not in use anymore 

Which set of services should a solutions architect recommend to meet these requirements? 

A. Amazon EBS for maximum performance, Amazon S3 for durable data storage, and Amazon S3 Glacier for archival
storage 

B. Amazon EBS for maximum performance, Amazon EFS for durable data storage and Amazon S3 Glacier for archival
storage 

C. Amazon EC2 instance store for maximum performance. Amazon EFS for durable data storage and Amazon S3 for
archival storage 

D. Amazon EC2 Instance store for maximum performance. Amazon S3 for durable data storage, and Amazon S3
Glacier for archival storage 

Correct Answer: D 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/InstanceStorage.html#instance-store-volumes 

 

QUESTION 5

A company recently launched a variety of new workloads on Amazon EC2 instances in its AWS account. The company
needs to create a strategy to access and administer the instances remotely and securely. The company needs to
implement a repeatable process that works with native AWS services and follows the AWS Well-Architected
Framework. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Use the EC2 serial console to directly access the terminal interface of each instance for administration. 

B. Attach the appropriate IAM role to each existing instance and new instance. Use AWS Systems Manager Session
Manager to establish a remote SSH session. 
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C. Create an administrative SSH key pair. Load the public key into each EC2 instance. Deploy a bastion host in a public
subnet to provide a tunnel for administration of each instance. 

D. Establish an AWS Site-to-Site VPN connection. Instruct administrators to use their local on-premises machines to
connect directly to the instances by using SSH keys across the VPN tunnel. 

Correct Answer: B 

https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html 
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