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QUESTION 1
You have a third-party security information and event management (SIEM) solution.

You need to ensure that the SIEM solution can generate alerts for Azure Active Directory (Azure AD) sign-events in
near real time.

What should you do to route events to the SIEM solution?

A. Create an Azure Sentinel workspace that has a Security Events connector.

B. Configure the Diagnostics settings in Azure AD to stream to an event hub.

C. Create an Azure Sentinel workspace that has an Azure Active Directory connector.
D. Configure the Diagnostics settings in Azure AD to archive to a storage account.
Correct Answer: B

Reference: https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

QUESTION 2

You need to assign a role-based access control (RBAC) role to adminl to meet the Azure Sentinel requirements and
the business requirements. Which role should you assign?

A. Automation Operator

B. Automation Runbook Operator

C. Azure Sentinel Contributor

D. Logic App Contributor

Correct Answer: C

Litware must meet the following requirements:

1.

Ensure that a user named adminl can configure Azure Sentinel playbooks.
2.

The principle of least privilege must be used whenever possible.

Azure Sentinel Contributor can view data, incidents, workbooks, and other Azure Sentinel resources, manage incidents
(assign, dismiss, etc.), create and edit workbooks, analytics rules, and other Azure Sentinel resources.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/roles
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QUESTION 3

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You have Linux virtual machines on Amazon Web Services (AWS).

You deploy Azure Defender and enable auto-provisioning.

You need to monitor the virtual machines by using Azure Defender.

Solution: You manually install the Log Analytics agent on the virtual machines.
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc

QUESTION 4
Your company uses line-of-business apps that contain Microsoft Office VBA macros.

You plan to enable protection against downloading and running additional payloads from the Office VBA macros as
additional child processes.

You need to identify which Office VBA macros might be affected.
Which two commands can you run to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

[ A Add-MpPreference —-AttackSurfaceReductionRules Ids D4FS40RE —401B -
4EFC —-AADC —-ADSF3CS50GEE8A —AttackSurfaceREductiDnRulEs_Actions Enablad

| B Set-MpPreference -AttackSurfaceReductionRules Ids D4F%402B -401B -4EFC -
AADNC -ADSF3C50688A -AttackSurfaceReductionRules Actions AuditMode

[ C. Aadd-MpPreference -AttackSurfaceReducticnRules Ids D4FS40AB -401B -4EFC
=AATIC =-ADSF3CS5068HRA -AttackSurfaceReductionRules_ Rctions AuditMode

[l D. set-MpPreference -AttackSurfaceReductionRules Tds D4F%40RAB -401B -4EFC -
ARDC -ADSF3C5068BA -RAttackSurfaceReductionRules Actions Enabled

A. Option A

B. Option B
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C. Option C
D. Option D
Correct Answer: BC

Reference: https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface-
reduction

QUESTION 5
HOTSPOT

From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
If you hover over the virtual machine named vm1, v
you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows security log events
the open ports on the host
the running processes
If you select [answer choice], you can navigate | v
to the bookmarks related to the incident. Entities
Info
Insights
Timeline
Correct Answer:
Answer Area
If you hover over the virtual machine named vm1, v
you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows security log events
the open ports on the host
the running processes
If you select [answer choice], you can navigate | v
to the bookmarks related to the incident. Entities
Info
Insights
Timeline

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-graph-to-
deep-dive
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