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QUESTION 1

Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune-managed devices from
accessing corporate resources?

A. network security groups (NSGs)

B. Azure AD Privileged Identity Management (PIM)
C. conditional access policies

D. resource locks

Correct Answer: C

QUESTION 2

In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before the Ready phase? Each
correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Plan

B. Manage

C. Adopt

D. Govern

E. Define Strategy
Correct Answer: AE

Reference: https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/overview

QUESTION 3
DRAG DROP
Match the types of compliance score actions to the appropriate tasks.

To answer, drag the appropriate action type from the column on the left to its task on the right. Each type may be used
once, more than once, or not at all.

NOTE: Each correct match is worth one point.

Select and Place:
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Compliance score Answer Area
action
Corrective | ,
! Use encryption to protect data at rest.
Detective Actively monitor systems to identify irregularities
. m— that might represent risks.
Preventative

Correct Answer:

Compliance score Answer Area
action

Corrective |

Preventative | jse encryption to protect data at rest

Detective | Actively monitor systems to identify irregularities
that might represent risks.

Box 1: Preventative

Preventative actions address specific risks. For example, protecting information at rest using encryption is a
preventative action against attacks and breaches. Separation of duties is a preventative action to manage conflict of
interest and

guard against fraud.

Box 2: Detective

Detective actions actively monitor systems to identify irregular conditions or behaviors that represent risk, or that can be
used to detect intrusions or breaches. Examples include system access auditing and privileged administrative actions.

Regulatory compliance audits are a type of detective action used to find process issues.

Incorrect:

Corrective actions try to keep the adverse effects of a security incident to a minimum, take corrective action to reduce
the immediate effect, and reverse the damage if possible. Privacy incident response is a corrective action to limit

damage

and restore systems to an operational state after a breach.
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Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwide

QUESTION 4

What should you use in the Microsoft 365 security center to view security trends and track the protection status of
identities?

A. Attack simulator
B. Reports

C. Hunting

D. Incidents
Correct Answer: B

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-in-security-
and-compliance?view=0365-worldwide

QUESTION 5

What can you protect by using the information protection solution in the Microsoft 365 compliance center?
A. computers from zero-day exploits

B. users from phishing attempts

C. files from malware and viruses

D. sensitive data from being exposed to unauthorized users

Correct Answer: D

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=0365-worldwide
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