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QUESTION 1

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Box 1: Yes 

Azure Defender provides security alerts and advanced threat protection for virtual machines, SQL databases,
containers, web applications, your network, your storage, and more 

Box 2: Yes 

Cloud security posture management (CSPM) is available for free to all Azure users. 

Box 3: Yes 

Azure Security Center is a unified infrastructure security management system that strengthens the security posture of
your data centers, and provides advanced threat protection across your hybrid workloads in the cloud - whether they\\'re
in 

Azure or not - as well as on premises. 

Reference: 
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https://docs.microsoft.com/en-us/azure/security-center/azure-defender 

https://docs.microsoft.com/en-us/azure/security-center/defender-for-storage-introduction 

https://docs.microsoft.com/en-us/azure/security-center/security-center-introduction 

 

QUESTION 2

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/azure/bastion/bastion-overview https://docs.microsoft.com/en-
us/azure/bastion/tutorial-create-host-portal 

 

QUESTION 3

HOTSPOT For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each
correct selection is worth one point 

Hot Area: 

Correct Answer: 
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Box 1: Yes 

From Microsoft Defender for cloud you can enable Microsoft Defender for Storage to get alerted about suspicious
activities related to your storage resources. 

Note: Microsoft Defender for Storage is an Azure-native layer of security intelligence that detects unusual and potentially
harmful attempts to access or exploit your storage accounts. 

Defender for Storage continually analyzes the telemetry stream generated by the Azure Blob Storage and Azure Files
services. When potentially malicious activities are detected, security alerts are generated. These alerts are displayed in 

Microsoft Defender for Cloud, together with the details of the suspicious activity along with the relevant investigation
steps, remediation actions, and security recommendations. 

Box 2: No Box 3: Yes 

Microsoft Defender for Cloud is a solution for cloud security posture management (CSPM) and cloud workload
protection (CWP) that finds weak spots across your cloud configuration, helps strengthen the overall security posture of
your environment, and can protect workloads across multicloud and hybrid environments from evolving threats. 

Microsoft Defender for Servers is one of the plans provided by Microsoft Defender for Cloud\\'s enhanced security
features. Defender for Servers protects your Windows and Linux machines in Azure, AWS, GCP, and on-premises. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-servers-introduction 

 

QUESTION 4

In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing? 

A. the management of mobile devices 

B. the permissions for the user data stored in Azure 

C. the creation and management of user accounts 

D. the management of the physical hardware 

Correct Answer: D 

 

QUESTION 5

Which score measures an organization\\'s progress in completing actions that help reduce risks associated to data
protection and regulatory standards? 

A. Adoption Score 

B. Microsoft Secure Score 

C. Secure score in Microsoft Defender for Cloud 

D. Compliance score 
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Correct Answer: D 

https://learn.microsoft.com/en-us/purview/compliance-score-calculation 
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