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QUESTION 1

You run the following PHP script: 

 

What is the use of the mysql_real_escape_string() function in the above script. Each correct answer 

represents a complete solution. Choose all that apply. 

A. It can be used to mitigate a cross site scripting attack. 

B. It can be used as a countermeasure against a SQL injection attack. 

C. It escapes all special characters from strings $_POST["name"] and $_POST["password"] except \\' and ". 

D. It escapes all special characters from strings $_POST["name"] and $_POST["password"]. 

Correct Answer: BD 

 

QUESTION 2

Which of the following can be used to perform session hijacking? Each correct answer represents a complete solution.
Choose all that apply. 

A. Cross-site scripting 

B. Session fixation 

C. ARP spoofing 

D. Session sidejacking 

Correct Answer: ABD 

 

QUESTION 3

Adam, a novice computer user, works primarily from home as a medical professional. He just bought a brand new Dual
Core Pentium computer with over 3 GB of RAM. After about two months of working on his new computer, he notices
that it is not running nearly as fast as it used to. Adam uses antivirus software, anti-spyware software, and keeps the
computer up-to-date with Microsoft patches. After another month of working on the computer, Adam finds that his
computer is even more noticeably slow. He also notices a window or two pop-up on his screen, but they quickly
disappear. He has seen these windows show up, even when he has not been on the Internet. Adam notices that his
computer only has about 10 GB of free space available. Since his hard drive is a 200 GB hard drive, Adam thinks this is
very odd. 

Which of the following is the mostly likely the cause of the problem? 

A. Computer is infected with the stealth kernel level rootkit. 

B. Computer is infected with stealth virus. 
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C. Computer is infected with the Stealth Trojan Virus. 

D. Computer is infected with the Self-Replication Worm. 

Correct Answer: A 

 

QUESTION 4

John, a novice web user, makes a new E-mail account and keeps his password as "apple", his favorite fruit. John\\'s
password is vulnerable to which of the following password cracking attacks? Each correct answer represents a
complete solution. Choose all that apply. 

A. Hybrid attack 

B. Rule based attack 

C. Dictionary attack 

D. Brute Force attack 

Correct Answer: ACD 

 

QUESTION 5

Which of the following statements are correct about spoofing and session hijacking? Each correct answer represents a
complete solution. Choose all that apply. 

A. Spoofing is an attack in which an attacker can spoof the IP address or other identity of the target and the valid user
cannot be active. 

B. Spoofing is an attack in which an attacker can spoof the IP address or other identity of the target but the valid user
can be active. 

C. Session hijacking is an attack in which an attacker takes over the session, and the valid user\\'s session is
disconnected. 

D. Session hijacking is an attack in which an attacker takes over the session, and the valid user\\'s session is not
disconnected. 

Correct Answer: BD 
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