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QUESTION 1

An administrator receives an alert stating a S.M.A.R.T. error has been detected. Which of the following should the
administrator run FIRST to determine the issue? 

A. A hard drive test 

B. A RAM test 

C. A power supply swap 

D. A firmware update 

Correct Answer: A 

A S.M.A.R.T. error is an indication of a potential failure of a hard drive. S.M.A.R.T. stands for Self-Monitoring, Analysis
and Reporting Technology and it is a feature that monitors the health and performance of hard drives. A hard drive test 

can help diagnose the issue and determine if the drive needs to be replaced. 

References: 

https://www.comptia.org/training/resources/exam-objectives/comptia-server-sk0-005-exam-objectives (Objective 1.1) 

 

QUESTION 2

Which of the following backup types will MOST likely have a third party hosting the backup data? 

A. Tape 

B. Local 

C. Cloud 

D. Disk 

Correct Answer: C 

 

QUESTION 3

Which of the following relates to how much data loss a company agrees to tolerate in the event of a disaster? 

A. RTO 

B. MTBF 

C. PRO 

D. MTTR 

Correct Answer: A 
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The Recovery Time Objective (RTO) is the maximum amount of time that a company agrees to tolerate in the event of a
disaster before restoring its normal operations. The RTO is based on the business impact analysis (BIA) and the
criticality of the processes and data involved. The RTO helps determine the backup and recovery strategies and
resources needed to minimize downtime and data loss. 

Reference: https://www.druva.com/blog/understanding-rpo-and-rto/ 

 

QUESTION 4

A server administrator needs to keep a copy of an important fileshare that can be used to restore the share as quickly
as possible. Which of the following is the BEST solution? 

A. Copy the fileshare to an LTO-4 tape drive 

B. Configure a new incremental backup job for the fileshare 

C. Create an additional partition and move a copy of the fileshare 

D. Create a snapshot of the fileshare 

Correct Answer: D 

The best solution to keep a copy of an important fileshare that can be used to restore the share as quickly as possible is
to create a snapshot of the fileshare. A snapshot is a point-in-time copy of a file system or a volume that captures the
state and data of the fileshare at a specific moment. A snapshot can be created instantly and with minimal overhead, as
it only stores the changes made to the fileshare after the snapshot was taken. A snapshot can be used to restore the
fileshare to its previous state in case of data loss or corruption. 

 

QUESTION 5

An administrator has set up a GPO to disable USB drive access on a company\\'s servers. The GPO is set up as a
computer con guration policy and does not use security groups ltering. The administrator is testing to ensure the policy
is working correctly. A server in the accounting OU works as expected, but a server in the sales OU is still allowing
access to USB drives. The administrator runs the gpupdate /force command and tries again; however, the server still
allows access to the USB drive. 

Which of the following is the MOST likely cause? 

A. The WMI filter is not configured properly. 

B. Item-level targeting is not configured properly. 

C. The scope is not configured properly. 

D. Loopback processing is not configured properly. 

Correct Answer: B 

A nice detailed article on this can be found here "https://www.policypak.com/resources/pp-blog/gpo-item-level-
targeting/" 
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