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QUESTION 1

A system administrator wants to implement an internal communication system that will allow employees to send
encrypted messages to each other. The system must also support non-repudiation. Which of the following implements
all these requirements?

A. Berypt

B. Blowfish

C. PGP

D. SHA

Correct Answer: C

QUESTION 2

A network operations manager has added a second row of server racks in the datacenter. These racks face the
opposite direction of the first row of racks. Which of the following is the reason the manager installed the racks this
way?

A. To lower energy consumption by sharing power outlets

B. To create environmental hot and cold isles

C. To eliminate the potential for electromagnetic interference

D. To maximize fire suppression capabilities

Correct Answer: B

QUESTION 3

A security administrator has been tasked with improving the overall security posture related to desktop machines on the
network. An auditor has recently that several machines with confidential customer information displayed in the screens
are left unattended during the course of the day. Which of the following could the security administrator implement to
reduce the risk associated with the finding?

A. Implement a clean desk policy

B. Security training to prevent shoulder surfing

C. Enable group policy based screensaver timeouts

D. Install privacy screens on monitors

Correct Answer: C
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QUESTION 4

Ann a user has been promoted from a sales position to sales manager. Which of the following risk mitigation strategies
would be MOST appropriate when a user changes job roles?

A. Implement data loss prevention
B. Rest the user password

C. User permissions review

D. Notify incident management

Correct Answer: C

QUESTION 5

While performing surveillance activities, an attacker determines that an organization is using 802.1X to secure LAN
access. Which of the following attack mechanisms can the attacker utilize to bypass the identified network security?

A. MAC spoofing
B. Pharming

C. Xmas attack
D. ARP poisoning

Correct Answer: A
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