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QUESTION 1

A system administrator is configuring a site-to-site VPN tunnel. Which of the following should be configured on the VPN
concentrator during the IKE phase? 

A. RIPEMD 

B. ECDHE 

C. Diffie-Hellman 

D. HTTPS 

Correct Answer: C 

 

QUESTION 2

Which of the following penetration testing concepts is being used when an attacker uses public Internet databases to
enumerate and learn more about a target? 

A. Reconnaissance 

B. Initial exploitation 

C. Pivoting 

D. Vulnerability scanning 

E. White box testing 

Correct Answer: A 

 

QUESTION 3

Which of the following describes the key difference between vishing and phishing attacks? 

A. Phishing is used by attackers to steal a person\\'s identity. 

B. Vishing attacks require some knowledge of the target of attack. 

C. Vishing attacks are accomplished using telephony services. 

D. Phishing is a category of social engineering attack. 

Correct Answer: C 

 

QUESTION 4

A security administrator is creating a subnet on one of the corporate firewall interfaces to use as a DMZ which is
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expected to accommodate at most 14 physical hosts. Which of the following subnets would BEST meet the
requirements? 

A. 192.168.0.16 255.25.255.248 

B. 192.168.0.16/28 

C. 192.168.1.50 255.255.25.240 

D. 192.168.2.32/27 

Correct Answer: B 

 

QUESTION 5

When systems, hardware, or software are not supported by the original vendor, it is a vulnerability known as: 

A. system sprawl 

B. end-of-life systems 

C. resource exhaustion 

D. a default configuration 

Correct Answer: B 
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