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QUESTION 1

A member of the admins group reports being unable to modify the "changes" file on a server.

The permissions on the file are as follows:

Permissions User Group File

-rwxrw-r--+ Admins Admins changes

Based on the output above, which of the following BEST explains why the user is unable to modify the "changes" file?
A. The SELinux mode on the server is set to "enforcing."

B. The SELinux mode on the server is set to "permissive."

C. An FACL has been added to the permissions for the file.

D. The admins group does not have adequate permissions to access the file.

Correct Answer: C

QUESTION 2

An organization is providing employees on the shop floor with computers that will log their time based on when they sign
on and off the network. Which of the following account types should the employees receive?

A. Shared account
B. Privileged account
C. User account

D. Service account

Correct Answer: C

QUESTION 3

Which of the following attacks can be mitigated by proper data retention policies?
A. Dumpster diving

B. Man-in-the-browser

C. Spear phishing

D. Watering hole

Correct Answer: A
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QUESTION 4

A security team has downloaded a public database of the largest collection of password dumps on the Internet. This
collection contains the cleartext credentials of every major breach for the last four years. The security team pulls and
compares users\\' credentials to the database and discovers that more than 30% of the users were still using passwords
discovered in this list. Which of the following would be the BEST combination to reduce the risks discovered?

A. Password length, password encryption, password complexity

B. Password complexity, least privilege, password reuse

C. Password reuse, password complexity, password expiration D. Group policy, password history, password encryption

Correct Answer: C

QUESTION 5

Which of the following enables a corporation to extend local security policies to corporate resources hosted in a CSP\\'s
infrastructure?

A. PKI

B. CRL

C. Directory services
D. CASB

E. VDI

Correct Answer: D
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