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QUESTION 1

A network administrator has been alerted that web pages are experiencing long load times. After determining it is not a
routing or DNS issue, the administrator logs in to the router, runs a command, and receives the following output:

CPU 0 percent busy, from 300 s=c ago
1l sec ave: 99 percent busy
2 sec ave: 97 percent busy
1 min ave: 83 percent busy

Which of the following is the router experiencing?
A. DDoS attack

B. Memory leak

C. Buffer overflow

D. Resource exhaustion

Correct Answer: D

QUESTION 2

A security administrator suspects that data on a server has been exhilarated as a result of un- authorized remote
access. Which of the following would assist the administrator in con-firming the suspicions? (Select TWO)

A. Networking access control
B. DLP alerts

C. Log analysis

D. File integrity monitoring

E. Host firewall rules

Correct Answer: BC

QUESTION 3

In determining when it may be necessary to perform a credentialed scan against a system instead of a noncredentialed
scan, which of the following requirements is MOST likely to influence this decision?

A. The scanner must be able to enumerate the host OS of devices scanned.
B. The scanner must be able to footprint the network.

C. The scanner must be able to check for open ports with listening services.
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D. The scanner must be able to audit file system permissions

Correct Answer: D

QUESTION 4

A network administrator has been asked to install an IDS to improve the security posture of an organization. Which of
the following control types Is an IDS?

A. Corrective

B. Physical

C. Detective

D. Administrative

Correct Answer: C

QUESTION 5

A security analyst is reviewing the following output from an IPS:

[**] [1l:2467:7] EXPLOIT IGMP IGAF messagz overf_ow attempt [**]
[Classificetion: Attempted Administrator Privilege Gain] [Priority: 1]
07/30-19:45:02.238185 250.19.18.71 —> 250.19.18.22

IGM2 TTL:255 TOS: 0x0 ID: 9742 TpLen:20 DgmLen: 502 MF

Fraqg offset: 0x1FFF Frag Size: 0x01EZ

[Xref => http://cve.mitre.org/cgi-bin/cvename.cgi?name=2004-0367]

Given this output, which of the following can be concluded? (Select two.)
A. The source IP of the attack is coming from 250.19.18.22.

B. The source IP of the attack is coming from 250.19.18.71.

C. The attacker sent a malformed IGAP packet, triggering the alert.

D. The attacker sent a malformed TCP packet, triggering the alert.

E. The TTL value is outside of the expected range, triggering the alert.

Correct Answer: BC
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