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QUESTION 1

A Linux administrator installed a new network adapter and temporarily disabled the network service from starting on
boot. The partial output of chkconfig is as follows: 

Which of the following commands BEST describes how the administrator should re-enable the network service? 

A. chkconfig --level 0 network on 

B. chkconfig --level 0-6 network on 

C. chkconfig --level 6 network on 

D. chkconfig --level 12 network on 

E. chkconfig --level 345 network on 

Correct Answer: E 

Reference: https://www.thegeekdiary.com/how-to-enable-or-disable-service-on-boot-with-chkconfig/ 

 

QUESTION 2

Which of the following techniques would BEST allow a client computer to connect to a server that is not normally
accessible because the server\\'s application port is blocked by a firewall? 

A. X11 forwarding 

B. TCP wrappers 

C. RDP 

D. SSH port forwarding 

Correct Answer: D 

 

 

QUESTION 3

Which of the following server roles utilize a heartbeat/polling process? (Choose two.) 

A. Proxy 

B. Certificate authority 

C. Logging 
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D. File server 

E. Cluster 

F. Load balancer 

Correct Answer: EF 

 

 

QUESTION 4

A new HTTPS web service is being deployed on a server. Which of the following commands should the Linux
administrator use to ensure traffic is able to flow through the system firewall to the new service? 

A. iptables -I OUTPUT -p tcp --sport 443 -j ACCEPT 

B. iptables -A INPUT -p tcp --dport 443 -j ACCEPT 

C. iptables -I INPUT --dport 443 -j ACCEPT 

D. iptables -A OUTPUT -p tcp --dport 443 -j ACCEPT 

Correct Answer: C 

Reference: https://www.linode.com/docs/security/firewalls/control-network-traffic-with-iptables/ 

 

QUESTION 5

Which of the following is the purpose of the monitoring server role? 

A. To aggregate web traffic to watch which websites employees are visiting 

B. To collect status and performance information about the servers in an environment 

C. To provide user authentication services to a network 

D. To provide real-time analysis of potential threats to the organization 

Correct Answer: B 
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