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QUESTION 1

If the command arp -f is run, which file will be read by default? 

A. /etc/hosts 

B. /etc/ethers 

C. /etc/arp.conf 

D. /etc/networks 

E. /var/cache/arp 

Correct Answer: B 

 

QUESTION 2

Which of the following commands is used to change user passwords in an OpenLDAP directory? 

A. passwd 

B. ldpasswd 

C. smbpasswd 

D. ldappasswd 

E. chpasswd 

Correct Answer: D 

 

QUESTION 3

Messages from programs are not appearing in the user\\'s native language. What environment variable must be set for
this to happen? 

A. LANG 

B. I18N 

C. MESSAGES 

D. MSGS 

E. LC_MSGS 

Correct Answer: A 
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QUESTION 4

A correctly-formatted entry has been added to /etc/hosts.allow to allow certain clients to connect to a service, but this is
having no effect. What would be the cause of this? 

A. tcpd needs to be sent the HUP signal. 

B. The service needs to be restarted. 

C. The machine needs to be restarted. 

D. There is a conflicting entry in /etc/hosts.deny . 

E. The service does not support tcpwrappers 

Correct Answer: E 

 

 

QUESTION 5

Which of the following are commonly used log file directives in Apache? (Choose TWO correct answers.) 

A. ConfigLog 

B. CustomLog 

C. ErrorLog 

D. ServerLog 

E. VHostLog 

Correct Answer: BC 

 

QUESTION 6

Which of the following configuration lines will export /usr/local/share/ to nfsclient with read- write access, ensuring that
all changes are straight to the disk? 

A. /usr/local/share nfsclient(rw) written 

B. nfsclient: /usr/local/share/:rw,sync 

C. /usr/local/share nfsclient:rw:sync 

D. /usr/local/share nfsclient(rw,sync) 

E. nfsclient(rw,sync) /usr/local/share 

Correct Answer: D 
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QUESTION 7

In order to prevent all anonymous FTP users from listing uploaded file names, what security precaution can be taken
when creating an upload directory? 

A. The directory must not have the execute permission set. 

B. The directory must not have the read permission set. 

C. The directory must not have the read or execute permission set. 

D. The directory must not have the write permission set. 

E. The directory must not contain other directories. 

Correct Answer: B 

 

 

QUESTION 8

Given that all users have their home directory in /home and the following directive is present in the Apache HTTPD
Server configuration file, what is the full filesystem path to the file referenced by the URL
http://server/~joe/index.html?UserDir public_html 

A. /home/joe/public_html/index.html 

B. /home/public_html/joe/index.html 

C. /home/joe/public_html/htdocs/index.html 

D. /home/joe/apache/public_html/index.html 

Correct Answer: A 

 

 

QUESTION 9

What security precautions must be taken when creating a directory into which files can be uploaded anonymously using
FTP? 

A. The directory must not have the execute permission set. 

B. The directory must not have the read permission set. 

C. The directory must not have the read or execute permission set. 

D. The directory must not have the write permission set. 
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E. The directory must not contain other directories. 

Correct Answer: B 

 

 

QUESTION 10

Running sysctl has the same effect as: 

A. Changing the kernel compilation parameters 

B. Writing to files inside /proc 

C. Changing process limits using ulimit 

D. Editing files inside /etc/sysconfig 

E. There is no equivalent to this utility 

Correct Answer: B 

 

QUESTION 11

Which of the following lines in the sshd configuration file should, if present, be changed in order to increase the security
of the server? (Choose TWO correct answers.) 

A. Protocol 2, 1 

B. PermitEmptyPasswords no 

C. Port 22 

D. PermitRootLogin yes 

E. IgnoreRhosts yes 

Correct Answer: AD 

 

 

QUESTION 12

Which BIND option should be used to limit from which IP addresses slave name servers may connect? 

A. allow-zone-transfer 

B. allow-transfer 

C. allow-secondary 
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D. allow-slaves 

E. allow-queries 

Correct Answer: B 

 

QUESTION 13

When Apache is configured to use name-based virtual hosts: 

A. it\\'s also necessary to configure a different IP address for each virtual host. 

B. the Listen directive is ignored by the server. 

C. it starts multiple daemons (one for each virtual host). 

D. it\\'s also necessary to create a VirtualHost block for the main host. 

E. only the directives ServerName and DocumentRoot may be used inside a block. 

Correct Answer: D 

 

QUESTION 14

Which of these tools, without any options, provides the most information when performing DNS queries? 

A. dig 

B. nslookup 

C. host 

D. named-checkconf 

E. named-checkzone 

Correct Answer: A 

 

QUESTION 15

With fail2ban what is a \\'jail\\'? 

A. A netfilter rules chain blocking offending IP addresses for a particular service. 

B. A group of services on the server which should be monitored for similar attack patterns in the log files. 

C. A filter definition and a set of one or more actions to take when the filter is matched. 

D. The chroot environment in which fail2ban runs. 

Correct Answer: C 
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