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QUESTION 1

Which of the following is a viable consideration when determining Rule Base order? 

A. Grouping authentication rules with address-translation rules 

B. Grouping rules by date of creation 

C. Grouping reject and drop rules after the Cleanup Rule 

D. Grouping functionally related rules together 

Correct Answer: D 

 

QUESTION 2

You need to back up the routing, interface, and DNS configuration information from your R75 SecurePlatform Security
Gateway. Which backup-and-restore solution do you use? 

A. SecurePlatform backup utilities 

B. upgrade_export and upgrade_import commands 

C. Database Revision Control 

D. Manual copies of the $FWDIR/conf directory 

Correct Answer: A 

 

QUESTION 3

Which of the following is a hash algorithm? 

A. DES 

B. IDEA 

C. MD5 

D. 3DES 

Correct Answer: C 

 

QUESTION 4

Which of the following items should be configured for the Security Management Server to authenticate using LDAP? 

A. Domain Admin password 
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B. Check Point Password 

C. Windows logon password 

D. WM1 object 

Correct Answer: A 

 

QUESTION 5

NAT can NOT be configured on which of the following objects? 

A. Address Range 

B. HTTP Logical Server 

C. Host 

D. Gateway 

Correct Answer: B 

 

QUESTION 6

To monitor all traffic between a network and the Internet on a SecurePlatform Gateway, what is the BEST utility to use? 

A. snoop 

B. cpinfo 

C. infoview 

D. tcpdump 

Correct Answer: D 

 

QUESTION 7

Which rules are not applied on a first-match basis? 

A. Cleanup 

B. User Authentication 

C. Session Authentication 

D. Client Authentication 

Correct Answer: B 
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QUESTION 8

Review the following rules. Assume domain UDP is enabled in the implied rules. 

What happens when a user from the internal network tries to browse to the Internet using HTTP? The user: 

A. is prompted three times before connecting to the Internet successfully. 

B. can go to the Internet after Telnetting to the client auth daemon port 259. 

C. can connect to the Internet successfully after being authenticated. 

D. can go to the Internet, without being prompted for authentication. 

Correct Answer: D 

 

QUESTION 9

What happens to evaluation licenses during the license-upgrade process? 

A. They are dropped. 

B. They remain untouched, but may not activate all features of a new version. 

C. They automatically expire. 

D. They are upgraded with new available features. 

Correct Answer: B 

 

QUESTION 10

Which R75 feature or command allows Security Administrators to revert to earlier versions of the Security Policy without
changing object configurations? 

A. fwm dbexport/fwm dbimport 

B. Policy Package management 

C. upgrade_export/upgrade,,import 

D. Database Revision Control 

Correct Answer: B 
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QUESTION 11

After installing Security Gateway R75, you discover that one port on your Intel Quad NIC on the Security Gateway is not
fetched by a Get Topology request. What is the most likely cause and solution? 

A. Your NIC driver is installed but was not recognized. Apply the latest SecurePlatform R75 Hotfix Accumulator (HFA). 

B. The NIC is faulty. Replace it and reinstall. 

C. Make sure the driver for your particular NIC is available, and reinstall. You will be prompted for the driver. 

D. If an interface is not configured, it is not recognized. Assign an IP address and subnet mask using the WebUI. 

Correct Answer: D 

 

QUESTION 12

You have created a Rule Base for firewall, websydney. Now you are going to create a new policy package with security
and address translation rules for a second Gateway. What is TRUE about the new package\\'s NAT rules? 

A. Rules 1 and 5 will be appear in the new package 

B. Rules 1, 3, 4 and 5 will appear in the new package 
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C. Rules 1, 2, 3 and 4 will appear in the new package 

D. NAT rules will be empty in the new package 

Correct Answer: C 

 

QUESTION 13

Assume an intruder has compromised your current IKE Phase 1 and Phase 2 keys. Which of the following options will
end the intruder\\'s access after the next Phase 2 exchange occurs? 

A. Perfect Forward Secrecy 

B. SHA1 Hash Completion 

C. Phase 3 Key Revocation 

D. M05 Hash Completion 

Correct Answer: A 

 

QUESTION 14

What is the command used to view which policy is installed? 

A. fw ctl install 

B. fwm stat 

C. fw ctl pstat 

D. fw stat 

Correct Answer: D 

 

QUESTION 15

Can you upgrade a clustered deployment with zero downtime? 

A. No, this is not possible. 

B. Yes, if you select the option zero downtime, it will keep one member active 

C. No, you must bring all gateways down. 

D. Yes, this is the default setting. 

Correct Answer: B 
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