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QUESTION 1

Which of these statements describes the Check Point ThreatCloud? 

A. A worldwide collaborative security network 

B. Prevents vulnerability exploits 

C. Controls access to web sites based on category 

D. Blocks or limits usage of web applications 

Correct Answer: A 

 

QUESTION 2

Put these HTTPS traffic inspections steps in the correct order. 

a. 

Validates the web site\\'s server certificate 

b. 

Intercepts HTTPS requests 

c. 

Decrypts data from client and inspects clear text content 

d. 

Decrypts response from server and inspects clear text content 

e.

 Creates a certificate for use between gateway and client 

f.

 Encrypts data and sends data to web server 

g.

 Encrypts data and sends data to client 

h.

 Establishes a secure connection to the requested web site 

A. 

a, e, b, h, c, f, d, g 
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B. 

a, b, f, d, c, g, h, e 

C. 

b, h, a, e, c, f, d, g 

D. 

a, b, e, f, d, c, g, h 

Correct Answer: C 

 

QUESTION 3

What is the name of the Check Point cloud-driven Knowledgebase? 

A. ThreatSpect 

B. ThreatCloud 

C. ThreatWiki 

D. ThreatEmulator 

Correct Answer: C 

 

QUESTION 4

Bots and viruses appear as __________ in the reporting blade. 

A. Threats 

B. Incidents 

C. Malware 

D. Infections 

Correct Answer: C 

 

QUESTION 5

Which TCP ports allow LDAP users to communicate with the Account Unit? 

A. 689 clear, or 336 encrypted 

B. 636 clear, or 389 encrypted 

C. 336 clear, or 689 encrypted 
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D. 389 clear, or 636 encrypted 

Correct Answer: D 

 

QUESTION 6

What is the main purpose of the ThreatCloud? 

A. It is used in conjunction with IPS. 

B. This is the place where ThreatWiki fetches the actual information. 

C. It feeds security gateway software blades (i.e. Anti-Virus and Anti-Bot) with real-time security intelligence. 

D. It is a database used by SANS institute (formerly known as StormCenter). 

Correct Answer: C 

 

QUESTION 7

Which of the following is information uploaded to ThreatCloud? 

A. Compromised Machine IP Addresses 

B. Malware Site IP Addresses 

C. Anticipated Attack Methods 

D. Sensitive Corporate Data 

Correct Answer: B 

 

QUESTION 8

SmartLog displays: 

A. Information about known threats and provides steps for remediation 

B. Events in chart format, with detailed data about threats 

C. Real time data, to help identify ongoing threats 

D. Historic data that can be used for research purposes 

Correct Answer: D 

 

QUESTION 9

What is the minimum amount of RAM needed for a Threat Prevention Appliance? 
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A. 4 GB 

B. It depends on the number of software blades enabled. 

C. 2 GB with GAiA in 32-bit mode, 4 GB with GAiA in 64-bit mode 

D. 6 GB 

Correct Answer: A 

 

QUESTION 10

What is the most common way a computer can become infected with a bot? 

A. Malvertising 

B. Users accessing malicious web sites 

C. Adobe file vulnerabilities 

D. Microsoft file vulnerabilities 

Correct Answer: B 
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