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QUESTION 1

Which of the following would NOT be a function of the Check Point license-upgrade tool?
A. Upgrade locally managed licenses.

B. Simulate the license-upgrade process.

C. Manually upgrade a specific license.

D. View the status of the currently installed licenses.

Correct Answer: C

QUESTION 2
Which of the following statements about the Port Scanning feature of SmartDefense is TRUE?
A. When a port scan is detected, only a log is issued ?never an alert.

B. The Port Scanning feature actively blocks the scanning, and sends an alert to SmartView Monitor.

C. A typical scan detection is when more than 500 open inactive ports are open for a period of 120 seconds.

D. Port Scanning does not block scanning, it detects port scans with one of three levels of detection sensitivity

Correct Answer: D

QUESTION 3

Where do you enable popup alerts for SmartDefense settings that have detected suspicious activity?
A. In SmartView Monitor, select Tools > Alerts

B. In SmartView Tracker, select Tools > Custom Commands

C. In SmartDashboard, edit the Gateway object, select SmartDefense > Alerts

D. In SmartDashboard, select Global Properties > Log and Alert > Alert Commands

Correct Answer: A

QUESTION 4
Which of these components does NOT require a VPN-1 NGX R65 license?
A. Check Point Gateway

B. SmartCenterServer
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C. SmartConsole
D. SmartUpdate upgrading/patching

Correct Answer: C

QUESTION 5

When configuring Port Scanning, which level of sensitivity detects more than 100 inactive ports are tried for a period of
30 seconds?

A. LOW

B. High

C. None. Such a level does not exist.
D. Medium

Correct Answer: D

QUESTION 6

Match the ClusterXL Modes with their configurations
A.A2.B3.C4.D1

B. A2.B3.C 1.D4

C.A3,B2,C4D1

D. A3.B2.C 1.D4

Correct Answer: D

QUESTION 7

Match the ClusterXL Modes with their configurations
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4. Legacy mode High 1. BEvery member of the cluster receives all packets sent
Availaaility to the cluster IP address, with the load distributed
optimally amaong all cluster members.

E. New mode High 2. Only one machine is active at any one time. A fa lure
Availaoility of the active machine causes a failover to the next
highest priority machine in the cluster.

. Load Sharing Multicast 3. Provides a clustering mechanism through the usz of

mode cloned interface caniguration details.

0. Load Sharing Unicast 4, One machine in the cluster receives all traffic from a

mode router, and redistributes the packets to other machines in
the custer, implementing both Load Sharing and
redundancy.

A.A2B3.C4D1
B. A2.B3.C 1.D4
C.A3,B2,C4D1
D. A3.B2.C 1.D4

Correct Answer: D

QUESTION 8

What is a Consolidation Policy?

A. A global Policy used to share a common enforcement policy for multiple similar Security Gateways
B. The collective name of the logs generated by Eventia Reporter

C. The collective name of the Security Policy, Address Translation, and SmartDefense Policies

D. The specific Policy written in SmartDashboard to configure which log data is stored in the Eventia Reporter database

Correct Answer: D

QUESTION 9

Which utility allows you to configure the DHCP service on SecurePlatform from the command line?

A. WebUI

B. cpconfig
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C. ifconfig
D. sysconfig

Correct Answer: D

QUESTION 10

You are concerned that your company\\'s servers might be vulnerable to an attack where a client fools a server into
sending large amounts of data, using small packets. Which SmartDefense option should you use to protect the
servers?

A. Network Security > Denial of Service > Non-TCP Flooding

B. Network Security > Denial of Service > LAND

C. Network Security > IP and ICMP > Block Null Payload ICMP

D. Network Security > TCP > Small PMTU

Correct Answer: D

QUESTION 11

SmartView Tracker logs the following Security Administrator activities, EXCEPT
A. Administrator login and logout.

B. Object creation, deletion, and editing.

C. Tracking SLA compliance.

D. Rule Base changes.

Correct Answer: C

QUESTION 12

How do you use SmartView Monitor to compile traffic statistics for your company\\'s Internet activity during production
hours?

A. Use the "Traffic Counters" settings and SmartView Monitor to generate a graph showing the total HTTP traffic for the
day

B. Select the "Tunnels" view, and generating a report on the statistics
C. View total packets passed through the Security Gateway
D. Configure a Suspicious Activity Rule which triggers an alert when HTTP traffic passes through the Gateway

Correct Answer: A
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QUESTION 13

The customer has a small Check Point installation which includes one Window XP workstation working as
SmartConsole ,, one Solaris server working as SmartCenter, and a third server running SecurePlatform working as
Security Gateway. This is an example of:

A. Hybrid Installation

B. Unsupported configuration

C. Stand-Alone Installation

D. Distributed Installation

Correct Answer: A

QUESTION 14

Which of these components does NOT require a VPN-1 NGX R65 license?
A. Check Point Gateway

B. SmartCenterServer

C. SmartConsole

D. SmartUpdate upgrading/patching

Correct Answer: C

QUESTION 15

What physical machine must have access to the User Center public IP when checking for new packages with
SmartUpdate?

A. SmartUpdate installed SmartCenter Server PC

B. SmartUpdate GUI PC

C. VPN-1 Security Gateway getting the new upgrade package
D. SmartUpdate Repository SQL database Server

Correct Answer: B
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