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QUESTION 1

Scenario: After deploying a Citrix ADC in production, a Citrix Administrator notices that client requests are NOT being
evenly distributed among backend resources. The administrator wants to change from the default load-balancing
method to one that will help distribute the load more evenly. 

Which load-balancing method would ensure that the server with the least amount of network utilization is receiving new
connections? 

A. Least response time 

B. Least bandwidth 

C. Least connection 

D. Least packets 

Correct Answer: B 

Reference: https://kb.wisc.edu/ns/page.php?id=13201#Least%20Bandwidth%20Method 

 

QUESTION 2

Which license type must be installed to configure Endpoint Analysis scans? 

A. Citrix Web App Firewall 

B. Universal 

C. Platform 

D. Burst pack 

Correct Answer: B 

 

Reference: https://docs.citrix.com/en-us/citrix-gateway/current-release/citrix-gateway-licensing.html 

 

QUESTION 3

A Citrix Administrator needs to integrate an existing certification-based authentication policy into an existing Citrix
Gateway virtual server. 

Which three steps can the administrator take to accomplish this? (Choose three.) 

A. Bind the existing CERT authentication policy to the Citrix Gateway virtual server. 

B. Enable the two-factor option on the existing CERT authentication profile. 

C. Enable client authentication on the SSL parameters of the virtual server. 
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D. Change the client certificate to mandatory on the SSL parameters of the virtual server. 

E. Create a CERT authentication policy and bind it to the Citrix Gateway virtual server. 

Correct Answer: CDE 

Reference: https://docs.citrix.com/en-us/citrix-gateway/current-release/authentication-authorization/ configure-client-cert-
authentication/ng-client-cert-vserver-and-bind-tsk.html 

 

QUESTION 4

Which profile can a Citrix Administrator create to configure a default profile that disables TLSv1? 

A. DTLS 

B. TCP 

C. HTTP 

D. SSL 

Correct Answer: D 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/ssl/ssl-profiles/secure-front-endprofile.html 

 

QUESTION 5

A Citrix Administrator needs to configure a Citrix Gateway virtual IP to allow incoming connections initiated exclusively
from web browser sessions. 

Which advanced policy will accomplish this? 

A. REQ.HTTP.HEADER User-Agent NOTCONTAINS CitrixReceiver 

B. REQ.HTTP.HEADER User-Agent CONTAINS Chrome/78.0.3904.108 Safari/537.36 

C. HTTP.REQ.HEADER("User-Agent").CONTAINS("Mozilla") 

D. HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver") 

Correct Answer: A 

Reference: https://stalhood2.rssing.com/chan-58610415/all_p2.html 

 

QUESTION 6

A Citrix Administrator needs to deploy a Citrix ADC between the servers and the client, with servers only allowed to
reach the client through the Citrix ADC. 

In which mode should the administrator deploy the Citrix ADC? 
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A. Inline 

B. Direct server return 

C. Transparent 

D. One-arm 

Correct Answer: C 

 

QUESTION 7

A Citrix Administrator configured a load-balancing virtual server to utilize the least bandwidth load-balancing method. A
service attached to this virtual server is brought into the effective state during production hours. 

During the startup of a virtual server, which load-balancing method is used by default? 

A. Round-robin 

B. Least connections 

C. Least bandwidth 

D. Custom load 

Correct Answer: B 

Reference: https://support.citrix.com/article/CTX108886 

 

QUESTION 8

Where do the monitor probes originate by default, after creating and correctly configuring a custom user monitor? 

A. MIP 

B. SNIP 

C. VIP 

D. NSIP 

Correct Answer: D 

 

QUESTION 9

Scenario: A Citrix Administrator made changes to a Citrix ADC, deleting parts of the configuration and saving some new
ones. The changes caused an outage that needs to be resolved as quickly as possible. There is no Citrix ADC backup. 

What does the administrator need to do to recover the configuration quickly? 

A. Restore from the revision history. 
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B. Run high availability (HA) file synchronization. 

C. Restart the Citrix ADC. 

D. Run saved versus running configuration. 

Correct Answer: A 

 

QUESTION 10

What can a Citrix Administrator configure to filter IPv4 addresses? 

A. Pattern set 

B. Data set 

C. Citrix Web App Firewall 

D. URL set 

Correct Answer: C 

 

QUESTION 11

A Citrix Administrator receives user complaints about latency while accessing a published application that is load-
balanced on the Citrix ADC. 

Which Citrix Application Delivery Management (ADM) feature can the administrator use to gather information regarding
response time, client network latency, and server-side processing time? 

A. WAN Insight 

B. Security Insight 

C. Web Insight 

D. Gateway Insight 

Correct Answer: C 

Reference: https://www.citrix.com/content/dam/citrix/en_us/documents/data-sheet/citrix-applicationdelivery-
management-data-sheet.pdf (5) 

 

QUESTION 12

Scenario: A Citrix Administrator needs to configure an authentication workflow on Citrix ADC with the below
requirements. 

All internal users must use their corporate credentials to authenticate. 

Users from partner organizations must be authenticated using their own directory services without 
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replication or a synchronization process. 

How can the administrator meet the above requirements while authenticating the users? 

A. Deploy SAML on Citrix ADC in the service provider (SP) role for users from partner organizations. 

B. Create two LDAP and two SAML authentication policies on the authentication, authorization, and auditing (AAA)
virtual server. 

C. Configure nFactor authentication with two LDAP advanced policies and one SAML advanced policy. 

D. Configure two dedicated AAA virtual servers for internal and partner users. 

Correct Answer: C 

 

 

QUESTION 13

Scenario: A Citrix Administrator needs to integrate LDAP for Citrix ADC system administration using current Active
Directory (AD) groups. The administrator created the group on the Citrix ADC, exactly matching the group name in
LDAP. 

What can the administrator bind to specify the permission level and complete the LDAP configuration? 

A. Users to the group on the Citrix ADC 

B. A nested group to the new group 

C. An authentication, authorization, and auditing (AAA) action to the group 

D. A command policy to the group 

Correct Answer: D 

Reference: https://support.citrix.com/article/CTX123782 

 

QUESTION 14

Which four steps should a Citrix Administrator take to configure SmartAccess? (Choose four.) 

A. Execute "set-BrokerSite -TrustRequestsSentToTheXMLServicePort $True" on any Citrix Delivery Controller in the
Site. 

B. Enable Citrix Workspace control within StoreFront. 

C. Ensure that the SmartAccess filter name on the Delivery Group matches the name of the Citrix Gateway virtual
server. 

D. Ensure that the SmartAccess filter name on the Delivery Group matches the name of the Citrix Gateway policy. 

E. Ensure that ICA Only is unchecked on the Citrix Gateway virtual server. 
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F. Ensure that the Callback URL is defined in the Citrix Gateway configuration within Store Front. 

G. Ensure that ICA Only is checked on the Citrix Gateway virtual server. 

Correct Answer: ACEF 

Reference: https://support.citrix.com/article/CTX227055 

 

QUESTION 15

After being audited, a Citrix Administrator learns that additional security enhancements should be made to one of the
virtual servers. 

Which two actions can the administrator perform to accomplish this? (Choose two.) 

A. Enable the TLSv1.2. 

B. Enable the RC4 cipher suite. 

C. Create a SHA1 key. 

D. Disable the SSLv3. 

Correct Answer: AC 
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