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QUESTION 1

Scenario: A Citrix Engineer has configured an IP Reputation policy and Profile in Application Firewall. However, the
engineer is NOT able to see any hits on the policy during testing. 

Which logs can the engineer check to ensure that IP Reputation is configured correctly? 

A. websocketd.log 

B. snmpd.log 

C. iprep.log 

D. httpaccess.log 

Correct Answer: C 

 

 

QUESTION 2

A Citrix Engineer needs to configure an application firewall profile to ensure that the images uploaded on the website
are NOT malicious. The engineer needs to create a policy to filter the upload requests and ensure that they are in JPEG
format. 

Which expression can the engineer use to fulfill this requirement? 

A. http.req.url.endswith (".jpeg) and and http.req.method.eq (POST) 

B. http.req.url.contains (".jpeg) and and http.req.method.eq (GET) 

C. http.req.url.endswith (".jpeg) || http.req.method.eq (GET) 

D. http.req.header ("Content-Type").contains ("image/jpeg") || http.req.method.eq(POST) 

Correct Answer: D 

 

QUESTION 3

Which aspect of NetScaler Management and Analytics System (NMAS) can be used to monitor end-to-end ICA traffic
flowing through a NetScaler ADC? 

A. Gateway Insight 

B. HDX Insight 

C. Security Insight 

D. Web Insight 

Correct Answer: B 
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QUESTION 4

A Citrix Engineer observes that after enabling the security checks in Learning mode only in an Application Firewall
profile, the NetScaler is blocking the non-RFC compliant HTTP packets. 

What can the engineer modify in the configuration to resolve this issue? 

A. Disable Drop Invalid Requests in the HTTP Profile settings. 

B. Set Default profile in application firewall settings as APPFW_BYPASS. 

C. Set Undefined Action in application firewall settings as APPFW_BYPASS. 

D. Enable Drop Invalid Requests in the HTTP Profile settings. 

Correct Answer: B 

 

QUESTION 5

Which protocol does NetScaler Management and Analytics System (NMAS) use when Discovery is run to locate
instances? 

A. RIP 

B. TCP 

C. ICMP 

D. NITRO 

Correct Answer: C 

The NetScaler MAS server sends an Internet Control Message Protocol (ICMP) ping to locate the instance. Then, it
uses the instance profile details to log on to the instance. Using a NetScaler NITRO call, NetScaler MAS retrieves the
license information of the instance. On the basis of the licensing information, it determines whether the instance is a
NetScaler instance and the type of NetScaler platform (for example, NetScaler MPX, NetScaler VPX, NetScaler SDX, or
NetScaler Gateway). On succesful detection of the NetScaler instance, it is added to the NetScaler MAS server\\'s
database. 

 

QUESTION 6

Which three protocols in a NetScaler Management and Analytics System (NMAS) can be used to back up the current
state of the managed NetScaler instances? (Choose three.) 

A. Telnet 

B. Secure Shell (SSH) 

C. NITRO calls 
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D. HTTP 

E. Secure Copy (SCP) 

Correct Answer: BCE 

ou can manually backup and restore NetScaler configurations using the GUI, CLI, or you can use NetScaler MAS to
perform automatic backups and manual restores. NetScaler MAS backs up the current state of your managed NetScaler
instances by using NITRO calls and the Secure Shell (SSH) and Secure Copy (SCP) protocols. 

 

QUESTION 7

The NetScaler Management and Analytics System (NMAS) collects inventory from the instance by sending a(n)
____________ request. (Choose the correct option to complete the sentence.) 

A. AppFlow 

B. NITRO 

C. SNMP 

D. HTTP 

Correct Answer: B 

 

 

QUESTION 8

Scenario: A Citrix Engineer has a project to enable Integrated Caching on a NetScaler for a Financial Consulting
company whose clients monitor their stocks in real time. Clients are reporting a delay in the displaying of the stock
values. 

What can the engineer configure on the NetScaler to enable data to be presented to the clients in real time? 

A. Dynamic Content Groups 

B. Basic Content Group 

C. Add another NetScaler 

D. Static Content Group 

Correct Answer: A 

 

QUESTION 9

A Citrix Engineer has correctly installed and configured the NetScaler Web Logging (NSWL) client but has noticed that
logs are NOT being updated. 

What could be causing this issue? 
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A. The TCP port 3011 is NOT open between the NSWL client and NetScaler. 

B. The NSWL client executable is NOT running on the client. 

C. The NSWL buffer is full on the NetScaler. 

D. An NSIP is missing in the log.conf file 

Correct Answer: D 

 

 

QUESTION 10

Scenario: A Citrix Engineer has enabled learning on Application Firewall for all the Security checks on a basic profile
that is configured in a production environment. However, after a few hours, the Application Firewall has stopped learning
new data. 

What is causing the issue? 

A. The learning database is limited to 20 MB in size and needs a reset. 

B. Application Firewall learning can only be enabled for an advanced profile. 

C. Application Firewall learning should only be enabled on Start URL. 

D. All the Security checks CANNOT be enabled simultaneously. 

Correct Answer: A 

 

QUESTION 11

What can a Citrix Engineer use in NetScaler Management and Analytics System (NMAS) to troubleshoot an issue in
which users report long response times when accessing a virtual desktop? 

A. Web Insight 

B. WAN Insight 

C. HDX Insight 

D. Gateway Insight 

Correct Answer: A 

 

 

QUESTION 12

Which two settings can be used when creating a Cache Content group? (Choose two.) 
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A. Remove response cookies 

B. Set Lazy DNS resolution 

C. Expire cookies 

D. Use DNS Query 

E. Use browser settings 

Correct Answer: AB 

 

QUESTION 13

Scenario: A Citrix Engineer must enable a cookie consistency security check and ensure that all the session cookies get
encrypted during the transaction. The engineer needs to ensure that none of the persistent coolies are encrypted and
decrypted and decrypt any encrypted cookies during the transaction. 

Which cookie consistency security feature will the engineer configure in the following configuration to achieve the
desired results? 

add appfw profile Test123 –startURLAction none- denyURLAction nonecookieConsistencyAction log –
cookieTransforms ON –cookieEncryption ecryptSessionOnly–addCookieFlags httpOnly – crossSiteScriptingAction
none- SQLInjectionAction log stats–SQLInjectionTransfrormSpecialChars ON-SQLInjectionCheckSQLWildChars
ON–fieldFormatAction none –bufferOverflowAction none – responseContentType “application/octet-stream”-
XMLSQLInjectionAction none –XMLXSSAction none-XMLWSIAction none- XMLValidationAction none 

A. Configure Encrypt Server cookies to "Encrypt All" 

B. Configure Encrypt Server cookies to "None" 

C. Configure Encrypt Server cookies to "Encrypt Session Only" 

D. Configure Encrypt Server cookies to "Encrypt only" 

Correct Answer: B 

 

 

QUESTION 14

Scenario: A Citrix Engineer uses one StyleBook on a NetScaler Management and Analytics System (NMAS) to create
multiple load-balanced virtual server configurations for NetScaler instances. The configuration is saved in a config pack. 

In which two locations is the StyleBook config pack saved? (Choose two.) 

A. NetScaler Instance 

B. NetScaler SDX 

C. Syslog Server 

D. Local network 
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E. NMAS 

Correct Answer: AE 

 

 

QUESTION 15

Which method is used by NetScaler Management and Analytics System (NMAS) to gather licensing information from
NetScaler? 

A. CFLOW 

B. APPFLOW 

C. NITRO 

D. IPFLOW 

Correct Answer: C 
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