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QUESTION 1

Scenario: A Citrix Engineer has configured a Netscaler Gateway virtual server that will be accessed externally by users
through the Worx Home client. Root certificates are installed on the NetScaler. Users are having issues accessing the
Netscaler Gateway remotely. 

Which two reasons could be causing this issue? (Choose two.) 

A. The certificates uploaded are SHA256. 

B. The NetScaler is missing the correct intermediate certificates. 

C. The certificates are NOT linked. 

D. The NetScaler certificate is NOT uploaded to the XenMobile Server. 

Correct Answer: AD 

 

QUESTION 2

What are two valid reasons for deploying a XenMobile Server in the Demilitarized Zone (DMZ)? (Choose two.) 

A. A XenMobile Server is a hardened, FIPS-capable Linux appliance. 

B. A XenMobile Server deployed in the DMZ reduces the number of external firewall rules that need to be implemented. 

C. A XenMobile Server deployed in the DMZ reduces the risk of connectivity issues between the NetScaler and the
XenMobile Server. 

D. A XenMobile Server deployed in the DMZ can serve as a Secure Ticket Authority (STA) for WorxMail. 

Correct Answer: AC 

 

QUESTION 3

A Citrix Engineer recently enabled Worx PIN authentication on a XenMobile Server. 

What should the engineer instruct users to do in order to enable Worx PIN on their devices? 

A. Log off from Worx Home and log on again. 

B. Update to the latest version of Worx Home. 

C. Refresh the policy in Worx Home. 

D. Launch a Worx Home resource. 

Correct Answer: A 

 

1Y0-371 PDF Dumps | 1Y0-371 Practice Test | 1Y0-371 Exam Questions                                2 / 7

https://www.pass2lead.com/1y0-371.html
https://www.pass2lead.com/1y0-371.html
https://www.pass2lead.com/1y0-371.html


https://www.pass2lead.com/1y0-371.html
2023 Latest pass2lead 1Y0-371 PDF and VCE dumps Download

QUESTION 4

In addition to having NetScaler Gateway in the DMZ, what is the Citrix best practice for providing secure access to
hosted virtual desktops and Web/SaaS applications from both inside and outside of an organization\\'s network? 

A. StoreFront in the DMZ and App Controller in the DMZ 

B. StoreFront in the DMZ and App Controller on the LAN 

C. App Controller in the DMZ and StoreFront on the LAN 

D. StoreFront on the LAN and App Controller on the LAN 

Correct Answer: D 

 

QUESTION 5

Scenario: A Citrix Engineer is configuring the NetScaler appliance for SSL offloading. The XenMobile 

Server is named xms.domain.com. 

The following is a list of the certificates installed on the NetScaler: 

- *.domain.com - wildcard server certificate 

-cacerts.pem - devices certificate 

-xms.domain.com - server certificate for the XenMobile Server 

-dc-1-CA.cer - Root certificate for *.domain.com 

The engineer needs to configure an SSL Load Balancing virtual server for HTTPS 443 bound with __________ and the
XenMobile Server service to use __________. (Choose the correct set of options to complete the sentence.) 

A. *.domain.com and dc-1-CA.cer; HTTP 80 

B. *.domain.com and cacerts.pem; HTTPS 443 bound with xms.domain.com 

C. *.domain.com and cacerts.pem; HTTP 80 

D. *.domain.com and dc-1-CA.cer; HTTPS 443 bound with xms.domain.com 

Correct Answer: C 

 

QUESTION 6

What should a Citrix Engineer do to remove and prevent subsequent access to an unwrapped application that is already
installed by a group of users on their iOS devices? 

A. Create an app-uninstall policy and assign it to a Delivery Group. 

B. Create an app-uninstall policy and assign it to a deployment package. 
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C. Create an application blacklist and assign it to a deployment package. 

D. Change the application to an optional application and assign it to a Delivery Group. 

Correct Answer: A 

 

QUESTION 7

Scenario: A Citrix Engineer needs to create a ShareFile mobile application default security policy that includes the
following requirements: 

-PIN to access ShareFile content 

-Set files to automatically be removed after 30 days 

-Allow external applications to open downloaded files outside of the ShareFile application 

-

Enable offline access to files 

The engineer has NOT integrated ShareFile with the App Controller. 

Which device security mode should the engineer set as the default security setting? 

A. 

Offline 

B. 

Secure 

C. 

Custom 

D. 

Standard 

Correct Answer: C 

 

QUESTION 8

A Citrix Engineer must determine the placement of a XenMobile Device Manager server within a XenMobile deployment
that consists of NetScaler. 

Which two placement options are possible? (Choose two.) 

A. DMZ using Caching on the NetScaler 

B. DMZ using SSL Bridge on the NetScaler 
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C. LAN using SSL Offloading on the NetScaler 

D. LAN using Clientless VPN on the NetScaler 

Correct Answer: BC 

 

QUESTION 9

A Citrix Engineer needs to allow junior administrators to perform selective wipe requests from a single console for users
who are members of the IT and HR departments. 

What should the engineer do to accomplish this objective? 

A. Use two XenMobile instances, one for IT and HR users, and another instance for all other users. 

B. Use XenMobile Role-based Access Control (RBAC) to delegate the selective wipe permission to the junior
administrative team, only targeting users in the IT and HR departments. 

C. Use XenMobile deployment rules to assign the selective wipe task to the junior administrative team and only target
the IT and HR users. 

D. Create XenMobile Delivery Groups to assign the selective wipe option to the junior administrative team for the IT and
HR users. 

Correct Answer: B 

 

QUESTION 10

A Citrix Engineer installed XenMobile Mail Manager and needs to ensure that ActiveSync clients are quarantined if they
are NOT enrolled in the XenMobile Server. 

Which Default Rule should the engineer choose in this scenario? 

A. Allow 

B. Block 

C. Unchanged 

D. Quarantine 

Correct Answer: C 

 

QUESTION 11

Which three MDX policies would require a re-installation of the applications in order to be refreshed on the device when
attempting to troubleshoot a policy-related issue? (Choose three.) 

A. Security Group 

B. Network access 
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C. Enable encryption 

D. Allowed URLs 

E. Export Contacts 

F. WorxMail Exchange Server FQDN 

Correct Answer: ACF 

 

QUESTION 12

A Citrix Engineer integrated a XenMobile Server with StoreFront and now users are unable to enumerate any of their
XenApp applications. 

Which step must the engineer take to resolve this issue? 

A. Re-enter the correct relative path from the StoreFront services site on the XenMobile Server. 

B. Wrap Receiver with the MDX Toolkit and push the client to the device. 

C. Terminate active ICA sessions on the NetScaler. 

D. Add the XenMobile Server to the list of Delivery Controllers on the StoreFront Server. 

Correct Answer: A 

 

QUESTION 13

Which two components are required in order for a Citrix Engineer to use the MDX Toolkit to wrap Android applications
for production use? (Choose two.) 

A. Command-line tools 

B. Enterprise certificate from Symantec 

C. Android Developer Tools and Android SDK 

D. Android Just-in-Time Compiler 

E. A keystore certificate 

Correct Answer: CE 

 

QUESTION 14

Which two types of certificates will require a restart when uploaded to a XenMobile Server using the XenMobile
Console? (Choose two.) 

A. SSL Listener 
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B. Root 

C. Apple Push Notification service (APNs) 

D. Intermediate 

E. Device Certificate Authority (CA) 

Correct Answer: AC 

 

QUESTION 15

In which two ways could a Citrix Engineer confirm an Apple Push Notification service (APNs) certificate expiration?
(Choose two.) 

A. XenMobile Console notifications 

B. Certificate details within the internet browser 

C. iOS agent notification 

D. APNs notification template 

Correct Answer: AD 
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