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QUESTION 1

You want software that can automatically collect and aggregate log data generated throughout your organization\\'s
infrastructure, analyze it, and send alerts if it detects a deviation from the norm. Which software must you use?

A. Security Information Management (SIM)

B. SecurityEvent Management (SEM)

C. Security Integration Management (SIM)

D. Security Information and Event Management (SIEM)

Correct Answer: D

QUESTION 2

What does the following identity policy do?

Allow group my-group to use fn-invocation in compartment ABC where target.function.id = "\\'

A. Enables users in a group to create, update, and delete ALL applications and functions in a compartment
B. Enables users to invoke all the functions in a specific application

C. Enables users to invoke just one specific function

D. Enables users to invoke all the functions in a compartment except for one specific function

Correct Answer: C

QUESTION 3

As a security architect, how can you preventunwanted bots while desirable bots are allowed to enter?
A. Data Guard

B. Vault

C. Compartments

D. Web Application Firewall (WAF)

Correct Answer: D

QUESTION 4

You are using a custom application with third-party APIs to manage application and data hosted in an Oracle Cloud
Infrastructure(OCI) tenancy. Although your third-party APIs don\\'t support OCI\\'s signature-based authentication, you

170-1104-22 VCE Dumps | 120-1104-22 Exam Questions | 1Z20-1104-22 Braindumps 2/8


https://www.pass2lead.com/1z0-1104-22.html
https://www.pass2lead.com/1z0-1104-22.html
https://www.pass2lead.com/1z0-1104-22.html

P 2L d https://lwww.pass2lead.com/1z0-1104-22.html
ass ea 2023 Latest pass2lead 120-1104-22 PDF and VCE dumps Download
—— https://Pass2Lead.com

want them to communicate with OCI resources. Which authentication option must you use to ensure this?
A. OCI username and Password

B. API Signing Key

C. SSH Key Pair with 2048-bit algorithm

D. Auth Token

Correct Answer: D

QUESTION 5

Which securityissues can be identified by Oracle Vulnerability Scanning Service? Select TWO correct answers
A. Distributed Denial of Service (DDoS)

B. Ports that are unintentionally left open can be a potential attack vector for cloud resources

C. SQL Injection

D. CISpublished Industry-standard benchmarks

Correct Answer: BD

Scanning Overview

Oracle Vulnerability Scanning Service helps improve your security posture in Oracle Cloud by routinely
checking hosts for potential vulnerabilities. The service generates reports with metrics and details about
these vulnerabilities.

The Scanning service can identify several types of security issues in your compute instances (i);
* Ports that are unintentionally left open might be a potential attack vector to your cloud resources, or
enable hackers to exploit diher vulnerabilities.
= (S packages that require updates and patches to address vulnerabilities
* (05 configurations that hackers might exploit

* Industry-standard benchmarks published by the Center for Internet Security  (CIS).

The Scanning service checks hosts for compliance with the section 5 (Access, Authentication, and
Authorization) benchmarks defined for Distribution Independent Linux <.
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QUESTION 6

As a security administrator, you want to create cloud resources that alignwith Oracle\\'s security principles and best
practices. Which security service should you use?

A. ldentity and Access Management
B. Cloud Guard

C. Security Advisor

D. Web Application Firewall (WAF)

Correct Answer: C

QUESTION 7

You are part of security operation of an organization with thousand of your users accessing Oracle cloud infrastructure it
was reported that an unknown user action was executedresulting in configuration error you are tasked to quickly

identify

the details of all users who were active in the last six hours also with any rest API call that were executed. Which oci
feature should you use?

A. service connector hub

B. management agent log integration
C. objectcollectionrule

D. audit analysis dashboard

Correct Answer: D

QUESTION 8

Oracle Object Storage achieves data durability by which of the mechanisms ? Select TWO correct answers
A. Service Gateway

B. Redundant Storage across availability domains

C. Redundant Array of IndependentDisks

D. Object Versioning

Correct Answer: BD
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How durable is data stored in Oracle Cloud Infrastructure Dbject Storage? -~
Dracle Object Storage i dessgned 1o be highly durable, providing #0993 96 775 (Eleven 74) of anmual durabddty. il achieves this by storing each object redundantly acioss

throe savvers in diferent svailabiity domains Ior regeons with maultple svadatelty 0omar., and 1 Mt P cormiaene, i g i 2 amgle seailabilty domain E st ing

lobjects can be accessed as long as one of the three copees is sccessable. and new obsects can be uploaded a5 long & two copies can be successhully written. Data integrity s

lactively monsaned using checksuma, and conrupt dats i detected and automaticslly repasired. Any koss in dats redundancy i o J and remaedied, without customer

e vention of impact.

QUESTION 9

Security Advisor

Sesturity Acivinns helps you creste Cloud escurces thal allgn with Cracle's security principles and best
PIRCHCRS. It Sfe0 entures thil your esources st the requirerments enforced By Security 2one polickes. For
exkmpht, you Cln quicidy Chedte rESounCEs that ane encrypbed with & Customr . manaped Masier
encryption key wsing the Yl service

Foi uample. you Can Use Secutity Adviidr 10 Create the following resounces
s Du'hﬂ Storape budchet
& Fie Storage file syitem
+  Computs instance (Compate) ) (angd ssociated Boot volems)
= Block Volume block siofage volume -

Which OCI service canindex, enrich, aggregate, explore, search, analyze, correlate, visualize and monitor data?
A. Data Guard

B. Data Safe

C. WAF

D. Logging Analytics

Correct Answer: D

About Logging Analytics

O e Cloud Loging Analytics i s chood sabution in Orecle Cloud infsttructune that lets you indes.
enrich, aggregaie, expiore, search, snalyTe, cormelste, vualioe snd monstor ol log data from your
Epplecations and vystem infrestructuse on Cioud of on-premsed

QUESTION 10
What do the features of OS Management Service do?
A. Add complexity in using multiple tools tomanage mixed-OS environments.

B. Provide paid service and support to OCI subscribers for fixes on priority.
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C. Increase security and reliability by regular bug fixes.
D. Encourage manual setup to avoid machine-induced errors.
Correct Answer: C

https://docs.oracle.com/en/solutions/oci-best-practices/manage-your- operating-systems1.html

QUESTION 11

You create a new compartment, "apps,” to host some production apps and you create an apps_group and added users
to it. What would you do to ensure the users have access to the apps compartment?

A. Add an IAM policy for the individual users to access the apps compartment.
B. Add an IAM policy for apps_group granting access to the apps compartment.
C. Add an |IAM policy to attach tenancy to the apps group.

D. No action is required.

Correct Answer: B

QUESTION 12

Your company has hired a consulting firm to audit your oracle cloud infrastructure activity and configuration you have
created a set of users who will be performing the audit, you assigned these user to the orgauditgrp group. the auditor
required the ability to see the configuration of all resources within tenant and you have agreed to exempt the dev
compartment from the audit.

Which 1AM policy should be created to grant the orgauditgrp the ability to look at configuration for all resources except
for those resources inside the dev compartment?

A. allow group orgauditgrp to read all-resources in tenancy where target.compartment.name !=dev

B. allow group orgauditgrp to read all-resources in compartment !=dev

C. allow group orgauditgrp to inspect all-resources in tenancy where target compartment.name !=dev
D. allow group orgauditgrp to inspect all-resources in compartment !=dev

Correct Answer: C

QUESTION 13

As a security administrator, you found out that there are users outside your co network who are accessing OCI Object
Storage Bucket. How can you prevent these users from accessing OCI resources in corporate network?

A. Create an 1AM policy and create WAF rules
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B. Create an 1AM policy and add a network source
C. Make OCI resources private instead of public
D. Create PAR to restrict access the access

Correct Answer: B

Introduction to Network Sources

& metwodk source b5 e st of defined 1P podresses. The P acicresses can be pubiic 1P sodresses or 1P
addresses from VENS within your [enanoy. AMer you creste the netork SOUTE. you can reference it in
policy o in your tenancy’s sutherthation seSings to control scoess besed on the originating IP sddness

Network resourtes can only be crested in the lenancy [of oot compartment] snd. e other Identity
PERDUNCES, Mesiie a0 the home repen For imforrmation about the rumber of network SounCes you can have,
see LAM Wihout ksentity Domsing Lt

Ve Lo e AetwDrk SoURTes 10 help secure your tenancy n the folowing meye

*  Specify the network source n lAM palicy to resirict acoems 1o resourced
Wihen speciiied in 8 pobcy, LAM vahoates that requetts 1o BCCEts 8 resource onginate from an alloveed
IP address

Fist ubrmphe, Wons CBN FESITCT BCCEES 10 ODNCT Storage BuChsts in vour WNancy 15 only users that are
sigred in te Oracls Dioud infraatructisy ihreugh veur corponste netwerk. Or, you can allow anly
FEROUrTES. DlongIng 1o SPeCif Subnety of 8 30ecifc WM o maks reguests cver 8 envice [t 1

QUESTION 14

Which parameters customers need to configure while reading secrets by name using CL1 or API? Select TWO correct
answers.

A. Certificates
B. Secret Name
C. ASCII Value
D. Vault Id

Correct Answer: BD

170-1104-22 VCE Dumps | 1Z0-1104-22 Exam Questions | 120-1104-22 Braindumps 718


https://www.pass2lead.com/1z0-1104-22.html
https://www.pass2lead.com/1z0-1104-22.html
https://www.pass2lead.com/1z0-1104-22.html

P ZL d https://lwww.pass2lead.com/1z0-1104-22.html
ass ea 2023 Latest pass2lead 120-1104-22 PDF and VCE dumps Download

—— https://Pass2Lead.com

(=7
ool eesuete secuwl cbundle gete secret -l e by
=0 e dLabgel SRcCiel Rk e
| ~-wauli=id <jargel_wauli_idr
=~plafge TLArPE] secret vereios_roiaties Eiaies
REST APY
roaT
CEDIRDEDY ews fe LAl e a0 L et Bytaie | SecTeLNENE=-L M T _Ranas ivael L ld-omul L_Deld
Honti <amgieialndpoints
‘auibaridsl lon and cihel Lhesdegn-
QUESTION 15

Operations team has made a mistake in updating the secret contents and immediately need to resume usingolder
secret contents in OCI Secret Management within a Vault. As a Security Administrator, what step should you perform to
rollback to last version? Select TWO correct answers.

A. Mark the secret version as \\'deprecated\\'

B. Mark the secret version as\\'Previous\\'

C. Mark the secret version as \\'Rewind\\

D. Upload new secret and mark as \\'Pending\\'. Promote this secret version as \\'Current\\'

Correct Answer: BD

Rotation States

Seored versions can have more than one rotation sUate o 3 Drme Whﬂl‘wfmﬂiﬁfﬂmﬂﬂﬂ. such
&5 when you first creste » secretl, the secret version i sutomatically marked 3 both ‘'oarrent’ and the
Tatest’. The Tatest’ version of a secret containg the secret contents that were last uploaded to the vault, in
Gl vou vt 10 keep track of that.

When you rofate 2 secred 1o Upiad mew seCre Conrtenty. vou Can mark f o pending Marking a seome;
VErEON'S rotation state & pending et you Upioad the secret contents to the vaul without immediatel;
pusting them knto sctive use Vo Can continue Lang the Turment’ setret veribon until you're ready ko
GrOMOLE B DENCING Secret varasn 1o Curtent status. Thit foicaly hapoan after vou've rotated
credentish on the tige! resourts OF servie first. You dont want (0 unevpectedly change & secret veriion
Changing what secret vertaon & current preents the sppiication that needs it from retrieving the expected
sacret vershon from the vt

Fof th purpotes of rofing back 1o & prors s wereon el SuCh 58 when vou've made 8 mistaie in
UPStIng 1 SFUAF CONTEMT OF WINN VO v & Bl of 80 older rERouTTE and redd 10 FEume
using clder secref contents, secret version can siso be maried o1 previous.’ A wecret version marked
PrevIOWS Wl DreviDerily B SECret Ve RN Maeiond B Curnent To ol DO 1D B Drevidlrs YEFson, you

update (He seret 10 ApeCily the SSCTE! vErON Mamibes you Wil
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