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QUESTION 1

A new employee has just started working for your company. You create an Oracle Cloud Infrastructure user account for
this employee, following which they are able to log in, but still cannot create any resources. 

What should you do to resolve this? 

A. Send the employee API Signing Keys to log in. 

B. Delete the account and create another one. 

C. Make sure that the employee is logging in to the Oracle Cloud Infrastructure account from your corporate network
only. 

D. Add the employee to a group with policies to grant access to relevant resources. 

Correct Answer: D 

 

QUESTION 2

A customer has established an Oracle Cloud Infrastructure (OCI) FastConnect connection to OCI. The virtual circuit is
up and routes are being advertised from the customer\\'s end, however the customer is unable to ping from compute
instances inside the virtual cloud network (VCN) to servers residing in its on-premises data center. Which two options on
OCI would remedy this situation? (Choose two.) 

A. Modify the route table associated with the VCN subnet in which the instance resides. Add a route to the customer\\'s
on-premises network via the Dynamic Routing Gateway (DRG). 

B. Modify the security list associated with the VCN subnet in which the instance resides. Add a stateful egress rule to
allow ICMP traffic to the customer\\'s on-premises network. 

C. Modify the security list associated with the VCN subnet in which the instance resides. Add a stateful ingress rule to
allow ICMP traffic from anywhere. 

D. Modify the default VCN route table to add a route back to the customer\\'s on-premises network via the DRG. 

Correct Answer: CD 

 

QUESTION 3

Which statement is true about Oracle Cloud Infrastructure Object Storage Service? 

A. An Archive Object Storage tier bucket can be upgraded to the Standard Object Storage tier. 

B. You cannot directly download an object from an Archive Object Storage bucket. 

C. An existing Standard Object Storage tier bucket can be downgraded to the Archive Object Storage tier. 

D. Data retrieval in Archive Object Storage is instantaneous. 

Correct Answer: B 
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QUESTION 4

Which statement is true about cloning a volume? 

A. You can clone a volume in another region. 

B. You need to detach a volume before cloning it. 

C. A cloned volume is the same as a snapshot that has a dependency on the source volume. 

D. You can change the block volume size when cloning a volume. 

Correct Answer: C 

 

QUESTION 5

Your company has decided to move a few applications to Oracle Cloud Infrastructure and you have been asked to
design it for Disaster Recovery (DR). One of the items of your design is to deploy the DR at least 300 miles from the
home site and minimize the network latency as much as possible. 

Based on that, what will be the recommended deployment? 

A. Deploy applications in two separated VCNs in different Availability Domains and use VCN Remote Peering 

B. Deploy applications in different regions and have them connected using VCN Remote Peering 

C. Deploy applications in two separated VCNs in different regions and use VCN Local Peering 

D. Deploy applications on the same region splitting workloads across Availability Domains. 

Correct Answer: D 

 

QUESTION 6

You need to transfer over 12 TB of data from on-premises to your cloud account. You started copying this data over the
internet and noticed that it will take too long to complete. 

Without increasing the costs of your subscription, what is the recommended way to send this amount of data to your
cloud account? 

A. Use Data Transfer Service to send your data. 

B. Split the data into multiple parts and use the multipart tool. 

C. Use a 10 GB FastConnect line to send the data. 

D. Send the data over a VPN IPsec tunnel. 

E. Compress the data and use the multipart tool. 

Correct Answer: A 
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Reference: https://cloud.oracle.com/storage/data-transfer/faq 

 

QUESTION 7

Which two statements about file storage service (FSS) are accurate? (Choose two.) 

A. FSS leverages UNIX user group and permission checking for file access security 

B. Encryption of file system in FSS is optional 

C. Identity and Access Management (IAM) controls which file systems are mountable by which instances 

D. Security lists can be used as a virtual firewall to prevent an instance from mounting an FSS mount target within the
same subnet 

E. Data in transit to an FSS mount target is encrypted 

Correct Answer: AD 

 

QUESTION 8

Your on-premises hosted application uses Oracle database server. Your database administrator must have access to
the database server for managing the application. Your database server is sized for seasonal peak workloads, which
results in high licensing costs. You want to move your application to Oracle Cloud Infrastructure (OCI) to take advantage
of CPU scaling options. Which database offering on OCI would you select? 

A. bare metal DB systems 

B. VM DB systems 

C. Autonomous Transactions Processing (ATP) 

D. Autonomous Data Warehouse (ADW) 

Correct Answer: A 

Reference: https://cloud.oracle.com/database/faq 

 

QUESTION 9

Which three must be configured for a load balancer to accept incoming traffic? (Choose two.) 

A. a listener 

B. a back-end server 

C. a back end set 

D. a security list that is open on a listener port 

E. a certificate 
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Correct Answer: ADE 

Reference: https://docs.cloud.oracle.com/iaas/Content/Balance/Tasks/managinglisteners.htm 

 

QUESTION 10

Which two statements are true about restoring a block volume from a manual or policy-based block volume backup?
(Choose two.) 

A. It can be restored as new volumes with different sizes from the backups 

B. It can be restored as a new volume to any AD across different regions 

C. It must be restored as a new volume to the same availability domain (AD) on which the original block volume backup
resides 

D. It can be restored as a new volume to any AD in the same region 

Correct Answer: AC 

Reference: https://cloud.oracle.com/storage/block-volume/faq 

 

QUESTION 11

Which two statements about the Oracle File Storage Service (FSS) Security are accurate? (Choose two.) 

A. Oracle IAM controls which filesystems are mountable by which instances. 

B. Security lists can be used as a virtual firewall to prevent an instance from mounting an FSS mount target within a
subnet. 

C. Encryption of file storage in FSS is optional. 

D. Data in transit to an FSS mount target is encrypted. 

E. FSS leverages UNIX user group and permission checking for file access security. 

Correct Answer: BD 

 

QUESTION 12

Your Operations team has recently created a new, standard image that will be used to launch all new application
servers in the Finance compartment. The custom image currently exists in the Operations compartment. You have
access to manage all-resources in the Finance compartment and do not have 

access to the Operations compartment. 

Which two methods would make the new image available for you to use when deploying new servers in 

the Finance compartment? (Choose two.) 
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A. Instruct the Operations team to reassign the custom image to the Finance compartment so you can select it from a
drop-down list when launching new compute resources. 

B. Instruct the Operations team to export the image to an object storage bucket, create a preauthenticated request
(PAR), and provide you with the URL. Download the custom image to your laptop and import it as a custom image in the
Finance compartment. 

C. Instruct the Administrators team to grant you access to use instance-images in the Operations compartment. Use the
Oracle Cloud Identifier (OCID) of the custom image when launching new compute resources in the Finance
compartment. 

D. Instruct the Operations team to export the image to an object storage bucket, create a PAR, and provide you with the
URL. Use that URL as the source when importing a custom image. Import the custom image into the Finance
compartment. 

E. Instruct the Operations team to export the image to an object storage bucket. Instruct the Administrators team to
grant you access to the object storage bucket where the custom image is stored. Use the download URL of the custom
image as the image source when launching new compute resources in the Finance compartment. 

Correct Answer: CE 

 

QUESTION 13

In which two ways does Oracle Cloud Infrastructure (OCI) file storage (FSS) differ from OCI object storage and block
volume services? (Choose two.) 

A. Block volume service is NVMe based, while FSS is not 

B. Object storage and block volume services offer default encryption, but FSS does not 

C. A file system is created within an availability domain, whereas object storage buckets exist at the region level 

D. FSS uses the network file system (NFS) protocol, whereas block volume uses iSCSI 

Correct Answer: CD 

Reference: http://storageconference.us/2018/Presentations/Beauvais.pdf 

 

QUESTION 14

Which two resources are availability domain constructs? (Choose two.) 

A. VCN 

B. Groups 

C. Block Volume 

D. Compute Instance 

E. Object Storage 

Correct Answer: CD 
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Reference: https://docs.cloud.oracle.com/iaas/Content/General/Concepts/regions.htm#one 

 

QUESTION 15

You deployed a web server in Oracle Cloud Infrastructure using an ephemeral public IP. After a few 

changes in your web server configuration, you rebooted the server and a new public IP was associated to 

your instance. 

What should you do to prevent this from happening again? 

A. Create a reserved public IP and associate it with the security list that your complete instance is using 

B. Create a reserved public IP and associate it with the subnet of your compute instance 

C. Create a reserved public IP and associate it with the VNIC of your compute instance 

D. Create a reserved public IP and associate it with the hosts file of your web server 

Correct Answer: C 
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