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QUESTION 1

An analyst creates a new content dictionary to use with Forged Email Detection. Which entry will be added into the
dictionary? 

A. mycompany.com 

B. Alpha Beta 

C. ^Alpha\ Beta$ 

D. Alpha.Beta@mycompany.com 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/products/collateral/security/email-security-
appliance/whitepaper_C11-737596.html 

 

QUESTION 2

What is a benefit of enabling external SPAM quarantine on Cisco SMA? 

A. It provides access to the SPAM quarantine interface on which a user can release, duplicate, or delete. 

B. It provides the ability to scan messages by using two engines to increase a catch rate. 

C. It provides the ability to consolidate SPAM quarantine data from multiple Cisco ESAs to one central console. 

D. It provides the ability to back up SPAM quarantine from multiple Cisco ESAs to one central console. 

Correct Answer: C 

 

QUESTION 3

A Cisco ESA administrator must provide outbound email authenticity and configures a DKIM signing profile to handle
this task. What is the next step to allow this organization to use DKIM for their outbound email? 

A. Configure the Trusted Sender Group message authenticity policy. 

B. Export the DNS TXT record to provide to the DNS registrar. 

C. Import the DNS record of the service provider into the Cisco ESA. 

D. Enable the DKIM service checker. 

Correct Answer: C 

 

QUESTION 4
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An organization has strict rules for meeting specific criteria to approve certificate authorities. A Cisco ESA administrator
within the organization is receiving complaints about failed inbound emails from a domain. The administrator is also
seeing TLS certificate errors. What is the reason for this issue? 

A. Firewall inspection is preventing transmission of certificate data. 

B. The certificate authority is not on the system list. 

C. The TLSv1.0 protocol is not supported. 

D. The certificate chain is broken. 

Correct Answer: D 

 

QUESTION 5

Users have been complaining of a higher volume of emails containing profanity. The network administrator will need to
leverage dictionaries and create specific conditions to reduce the number of inappropriate emails. 

Which two filters should be configured to address this? (Choose two.) 

A. message 

B. spam 

C. VOF 

D. sender group 

E. content 

Correct Answer: BE 

 

QUESTION 6

What is the default behavior of any listener for TLS communication? 

A. preferred-verify 

B. off 

C. preferred 

D. required 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118954-config-esa-00.html 

 

QUESTION 7
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Spreadsheets containing credit card numbers are being allowed to bypass the Cisco ESA. 

Which outgoing mail policy feature should be configured to catch this content before it leaves the network? 

A. file reputation filtering 

B. outbreak filtering 

C. data loss prevention 

D. file analysis 

Correct Answer: B 

 

QUESTION 8

A network engineer is editing the default DMARC verification profile on a Cisco ESA and must ensure that the
configured Message Action in the profile matches the policy in the DMARC record. What must be set to achieve this
result? 

A. "Message Action when the Policy in DMARC Record is Reject" to Reject 

B. "Message Action when the Policy in DMARC Record is None" to Quarantine 

C. "Message Action when the Policy in DMARC Record is None" to No Action 

D. "Message Action when the Policy in DMARC Record is Reject" to Quarantine 

Correct Answer: A 

 

QUESTION 9

A network engineer is implementing a virus outbreak filter on a Cisco ESA by using the Outbreak Filters feature with
plans to perform an additional scan by using a content filter. Which action must be taken by the Outbreak Filters? 

A. Scan processed messages by using two engines simultaneously. 

B. Send a copy of messages to quarantine. 

C. Send processed messages to the Cisco ESA. 

D. Scan processed messages by using a secondary instance of the Cisco ESA. 

Correct Answer: C 

 

QUESTION 10

What are two phases of the Cisco ESA email pipeline? (Choose two.) 

A. reject 
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B. workqueue 

C. action 

D. delivery 

E. quarantine 

Correct Answer: BD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-1/user_guide/b_ESA_Admin_Guide_12_1/b_ESA
_Admin_Guide_12_1_chapter_011.pdf (p.1) 

 

QUESTION 11

An engineer is reviewing the SMTP routing table on a Cisco ESA using the smtproutes CLI command and discovers an
IPv6 route for 2620:104:4360:9232::23. What type of IPv6 route does this represent? 

A. Network route 

B. Subnet route 

C. Device route 

D. Prefix route 

Correct Answer: C 

 

QUESTION 12

Which two action types are performed by Cisco ESA message filters? (Choose two.) 

A. non-final actions 

B. filter actions 

C. discard actions 

D. final actions 

E. quarantine actions 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_chapter_01000.html 

 

QUESTION 13

What is the default primary email attribute used in a spam quarantine end-user authentication query when using LDAP
authentication to an Active Directory server? 
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A. userAccount 

B. mailLocalAddress 

C. sAMAccountName 

D. proxyAddresses 

Correct Answer: B 

 

QUESTION 14

What are two prerequisites for implementing undesirable URL protection in Cisco ESA? (Choose two.) 

A. Enable outbreak filters. 

B. Enable email relay. 

C. Enable antispam scanning. 

D. Enable port bouncing. 

E. Enable antivirus scanning. 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01111.html 

 

QUESTION 15

An administrator needs to configure Cisco ESA to ensure that emails are sent and authorized by the owner of the
domain. Which two steps must be performed to accomplish this task? (Choose two.) 

A. Generate keys. 

B. Create signing profile. 

C. Create Mx record. 

D. Enable SPF verification. 

E. Create DMARC profile. 

Correct Answer: DE 
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