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QUESTION 1

What is used to configure WSA as an explicit proxy? 

A. IP Spoofing from router 

B. Network settings from user browser 

C. WCCP redirection from firewall 

D. Auto redirection using PBR from switch 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117940-qa-wsa-00.html 

 

QUESTION 2

DRAG DROP 

Drag and drop the access policy options from the left onto the correct descriptions on the right. 

Select and Place: 

Correct Answer: 
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Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_01101.pdf (10) 

 

QUESTION 3

Which two configuration options can be configured when invalid certificates are processed with the HTTPS proxy on
WSA enabled? (Choose two.) 

A. allow 

B. monitor 

C. drop 

D. block 

E. redirect 

Correct Answer: BC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01011.html 

 

QUESTION 4

How does the Cisco WSA choose which scanning engine verdict to use when there is more than one verdict? 

A. based on the least restrictive verdict 

B. based on the most restrictive verdict 
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C. based on the first verdict returned 

D. based on the last verdict returned 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010000.html 

 

QUESTION 5

Which two caching modes are available in the Cisco WSA? (Choose two.) 

A. active cache 

B. all cache 

C. aggressive cache 

D. safe cache 

E. no cache 

Correct Answer: CD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-5/user_guide/b_WSA_UserGuide_11_5_1/b_WS
A_UserGuide_11_5_1_chapter_0100.html#task_1214899 

 

QUESTION 6

Which certificate format does a Cisco WSA need when HTTPS proxy is configured? 

A. DER 

B. CER 

C. PEM 

D. CRL 

Correct Answer: C 

Reference: https://community.cisco.com/t5/security-documents/wsa-training-series-how-to-configure-the-https-proxy-on-
the/ta-p/3148673 

 

QUESTION 7

Which information in the HTTP request is used to determine if it is subject to the referrer exceptions feature in the Cisco
WSA? 

A. protocol 
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B. version 

C. header 

D. payload 

Correct Answer: C 

Requests for embedded content usually include the address of the site from which the request originated (this is known
as the "referer" field in the request\\'s HTTP header). This header information is used to determine categorization of the
referred content. Reference https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuid
e/b_WSA_UserGuide_chapter_01100.html 

 

QUESTION 8

Which action is a valid default for the Global Access Policy in the Application Visibility Control engine on the Cisco
WSA? 

A. bandwidth limit 

B. permit 

C. restrict 

D. monitor 

Correct Answer: D 

Reference: https://hrouhani.org/cisco-web-security-appliance-ironport/ 

 

QUESTION 9

What is the default action when a new custom category is created and added to an access policy? 

A. monitor 

B. allow 

C. block 

D. decrypt 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01001.html 

 

QUESTION 10

What are all of the available options for configuring an exception to blocking for referred content? 
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A. all embedded/referred and all embedded/referred except 

B. selected embedded/referred except, all embedded/referred, and selected embedded/referred 

C. selected embedded/referred and all embedded/referred except 

D. all embedded/referred, selected embedded/referred, and all embedded/referred except 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01001.html (procedure) 
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