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QUESTION 1

In Trojan terminology, what is required to create the executable file chess.exe as shown below?

Chess.exe * Trojan.exe
Filesize: 90K Filesize: 20K
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Chess.exe
Filesize: 110K

A. Mixer

B. Converter
C. Wrapper
D. Zipper

Correct Answer: C

QUESTION 2

What do you call a system where users need to remember only one username and password, and be authenticated for
multiple services?

A. Simple Sign-on
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B. Unique Sign-on
C. Single Sign-on
D. Digital Certificate

Correct Answer: C

QUESTION 3

Anonymizer sites access the Internet on your behalf, protecting your personal information from disclosure. An
anonymizer protects all of your computer\\'s identifying information while it surfs for you, enabling you to remain at least
one step removed from the sites you visit.

You can visit Web sites without allowing anyone to gather information on sites visited by you. Services that provide
anonymity disable pop-up windows and cookies, and conceal visitor\\'s IP address.

These services typically use a proxy server to process each HTTP request. When the user requests a Web page by
clicking a hyperlink or typing a URL into their browser, the service retrieves and displays the information using its own
server. The remote server (where the requested Web page resides) receives information on the anonymous Web
surfing service in place of your information.

In which situations would you want to use anonymizer? (Select 3 answers)

A. Increase your Web browsing bandwidth speed by using Anonymizer

B. To protect your privacy and ldentity on the Internet

C. To bypass blocking applications that would prevent access to Web sites or parts of sites that you want to visit.

D. Post negative entries in blogs without revealing your IP identity

Correct Answer: BCD

QUESTION 4

Which of the following command line switch would you use for OS detection in Nmap?

Correct Answer: B

QUESTION 5
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There are two types of honeypots- high and low interaction.

Which of these describes a low interaction honeypot? Select the best answers.
A. Emulators of vulnerable programs

B. More likely to be penetrated

C. Easier to deploy and maintain

D. Tend to be used for production

E. More detectable

F. Tend to be used for research

Correct Answer: ACDE

QUESTION 6

A remote user tries to login to a secure network using Telnet, but accidently types in an invalid user name or password.
Which responses would NOT be preferred by an experienced Security Manager? (multiple answer)

A. Invalid Username

B. Invalid Password

C. Authentication Failure

D. Login Attempt Failed

E. Access Denied

Correct Answer:. AB

QUESTION 7

When Nmap performs a ping sweep, which of the following sets of requests does it send to the target device?
A. ICMP ECHO_REQUEST and TCP SYN

B. ICMP ECHO_REQUEST and TCP ACK

C. ICMP ECHO_REPLY and TFP RST

D. ICMP ECHO_REPLY and TCP FIN

Correct Answer: B

QUESTION 8
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Which of the following is NOT a valid NetWare access level?
A. Not Logged in

B. Logged in

C. Console Access

D. Administrator

Correct Answer: D

QUESTION 9

What is War Dialing?

A. War dialing involves the use of a program in conjunction with a modem to penetrate the modem/PBXbased systems
B. War dialing is a vulnerability scanning technique that penetrates Firewalls

C. Itis a social engineering technique that uses Phone calls to trick victims

D. Involves IDS Scanning Fragments to bypass Internet filters and stateful Firewalls

Correct Answer: A

QUESTION 10

Which of the following statement correctly defines ICMP Flood Attack? (Select 2 answers) A. Bogus ECHO reply
packets are flooded on the network spoofing the IP and MAC address
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The attacker sends ICMP

source addresses

ECHO Request

iy e TR DR I R D

ECHO Reply
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ECHO Request

ECHO Reply
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T -Maximum limit of ICMP Echo Requests per Second-
: h
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!  ECHO Request _""E
:tlIIJ—---lldII|----llliII-I-l-iilii!!'lli!ilIIlIII-lIItl-I.III! EE :
: Legitimate ICMP echo request from an E' .

address in the same security zone

B. The ICMP packets signal the victim system to reply and the combination of traffic saturates the bandwidth of the
victim\\'s network

C. ECHO packets are flooded on the network saturating the bandwidth of the subnet causing denial of service

D. A DDoS ICMP flood attack occurs when the zombies send large volumes of ICMP_ECHO_REPLY packets to the
victim system.

Correct Answer: BD

QUESTION 11
What are the main drawbacks for anti-virus software?
A. AV software is difficult to keep up to the current revisions.

B. AV software can detect viruses but can take no action.
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C. AV software is signature driven so new exploits are not detected.

D. It\\'s relatively easy for an attacker to change the anatomy of an attack to bypass AV systems
E. AV software isn\\'t available on all major operating systems platforms.

F. AV software is very machine (hardware) dependent.

Correct Answer: C

QUESTION 12

The programmers on your team are analyzing the free, open source software being used to run FTP services on a
server in your organization. They notice that there is excessive number of functions in the source code that might lead to
buffer overflow. These C++ functions do not check bounds. Identify the line in the source code that might lead to buffer
overflow?

1. #include «<stdio.h>

2. void stripnl (char *str) |

3. whileistrlenistr} && | (stristrlen(stc} = 1] = 13} ||
d. [ str[strlenistr) = 1] = 10 }}) |

3, mtr[strleni(=tr) - 1] = 0;

B. -}

T

a.

9. int pain() {

10. FILE *infile;

11. char frame([40];

12. char line[100];

13. int loount;

14,

15. /* mead in the filename */

16. printf ("Enter the name of a ascii file: "};
17. fgetsifname, mizecf|fname), stdin);

19. /* Ne need to get rid of the newline char. */
20. stripnl(fneame} ;

22. /* Open the file, If NULL is returned there was an ecror */
£3. if((infile = fopen(fnams, "r")) == NULL) |

24, printf ("Error Opening File.hn");

23 exit(ljs

6. 1}
27,
28, while| fgeta(line, sizeof(line), infile) != NULL } {

Z9. /* get emach line from the infile #/
0. lcocount++;
31. /* print the line number and data */

32. primtf{"Line %d: #s3", lcount, line}:
335

35. folose (infile); /* Close the files */
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A.9A.9

B. 17B.17
C. 20C.20
D. 32D.32
E. 35E.35

Correct Answer: B

QUESTION 13

What is the main disadvantage of the scripting languages as opposed to compiled programming languages?
A. Scripting languages are hard to learn.

B. Scripting languages are not object-oriented.

C. Scripting languages cannot be used to create graphical user interfaces.

D. Scripting languages are slower because they require an interpreter to run the code.

Correct Answer: D

QUESTION 14

Peter extracts the SID list from Windows 2008 Server machine using the hacking tool "SIDExtracter”. Here is the output
of the SIDs:

5=21-11253594485-807623933~-549785860-100 JTohn
5=21-1125394485-807623933-5497858 60-652 Rebecca
5=21-1125394485-807628933-549785860-412 Zhesla
5=21-1125304485-807623033-540785860~-99C Thawn
3-241-112539448 5-807623933-3497838 60~-T77 Somia
5-21-1125394485-807623033-5497858 60-500 Chang
J-d1

B
=
=]
=1
G
ol
e 1125304495-807623033-54978508 60-555 Miczh

UTUTUIUJWWU]

From the above list identify the user account with System Administrator privileges?
A. John

B. Rebecca

C. Sheela

D. Shawn

E. Somia

F. Chang
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G. Micah

Correct Answer: F

QUESTION 15

File extensions provide information regarding the underlying server technology. Attackers can use this information to
search vulnerabilities and launch attacks.

How would you disable file extensions in Apache servers?
A. Use disable-eXchange

B. Use mod_negotiation

C. Use Stop_Files

D. Use Lib_exchanges

Correct Answer: B
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