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QUESTION 1

Controlling simultaneous connections is a feature of which type of preprocessor? 

A. rate-based attack prevention 

B. detection enhancement 

C. TCP and network layer preprocessors 

D. performance settings 

Correct Answer: A 

 

QUESTION 2

A user discovery agent can be installed on which platform? 

A. OpenLDAP 

B. Windows 

C. RADIUS 

D. Ubuntu 

Correct Answer: B Testlet 1 

TESTLET OVERVIEW 

Title: Case Study 

The following testlet will present a Case Study followed by [count] multiple choice question(s), [count] 

create a tree question(s), [count] build list and reorder question(s) and [count] drop and connect question 

(s). 

You will have [count] minutes to complete the testlet. 

For help on how to answer the questions, click the Instuctions button on the question screen. 

 

QUESTION 3

Which option is true when configuring an access control rule? 

A. You can use geolocation criteria to specify source IP addresses by country and continent, as well as destination IP
addresses by country and continent. 

B. You can use geolocation criteria to specify destination IP addresses by country but not source IP addresses. 
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C. You can use geolocation criteria to specify source and destination IP addresses by country but not by continent. 

D. You can use geolocation criteria to specify source and destination IP addresses by continent but not by country. 

Correct Answer: A 

 

QUESTION 4

Context Explorer can be accessed by a subset of user roles. Which predefined user role is not valid for FireSIGHT event
access? 

A. Administrator 

B. Intrusion Administrator 

C. Security Analyst 

D. Security Analyst (Read-Only) 

Correct Answer: B 

 

QUESTION 5

Which option is true regarding the $HOME_NET variable? 

A. is a policy-level variable 

B. has a default value of "all" 

C. defines the network the active policy protects 

D. is used by all rules to define the internal network 

Correct Answer: C 

 

QUESTION 6

Which option is used to implement suppression in the Rule Management user interface? 

A. Rule Category 

B. Global 

C. Source 

D. Protocol 

Correct Answer: C 
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QUESTION 7

Which option can you enter in the Search text box to look for the trajectory of a particular file? 

A. the MD5 hash value of the file 

B. the SHA-256 hash value of the file 

C. the URL of the file 

D. the SHA-512 hash value of the file 

Correct Answer: B 

 

QUESTION 8

The collection of health modules and their settings is known as which option? 

A. appliance policy 

B. system policy 

C. correlation policy 

D. health policy 

Correct Answer: D 

 

QUESTION 9

Where do you configure widget properties? 

A. dashboard properties 

B. the Widget Properties button in the title bar of each widget 

C. the Local Configuration page 

D. Context Explorer 

Correct Answer: B 

 

QUESTION 10

What is the maximum timeout value for a browser session? 

A. 60 minutes 

B. 120 minutes 

C. 1024 minutes 
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D. 1440 minutes 

Correct Answer: D 
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