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QUESTION 1

Which of the following is MOST important when tuning an Intrusion Detection System (IDS)? 

A. Log retention 

B. Storage encryption 

C. Type of authentication 

D. Trusted and untrusted networks 

Correct Answer: D 

 

QUESTION 2

Scenario: A Chief Information Security Officer (CISO) recently had a third party conduct an audit of the security
program. Internal policies and international standards were used as audit baselines. The audit report was presented to
the CISO and a variety of high, medium and low rated gaps were identified. The CISO has validated audit findings,
determined if compensating controls exist, and started initial remediation planning. 

Which of the following is the MOST logical next step? 

A. Create detailed remediation funding and staffing plans 

B. Report the audit findings and remediation status to business stake holders 

C. Validate the effectiveness of current controls 

D. Review security procedures to determine if they need modified according to findings 

Correct Answer: B 

 

QUESTION 3

The company decides to release the application without remediating the high-risk vulnerabilities. Which of the following
is the MOST likely reason for the company to release the application? 

A. The company does not believe the security vulnerabilities to be real 

B. The company lacks the tools to perform a vulnerability assessment 

C. The company lacks a risk management process 

D. The company has a high risk tolerance 

Correct Answer: D 

 

QUESTION 4
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An access point (AP) is discovered using Wireless Equivalent Protocol (WEP). The cipher text sent by the AP is
encrypted with the same key and cipher used by its stations. 

What authentication method is being used? 

A. Open 

B. Asynchronous 

C. None 

D. Shared key 

Correct Answer: D 

 

QUESTION 5

If your organization operates under a model of "assumption of breach", you should: 

A. Establish active firewall monitoring protocols 

B. Purchase insurance for your compliance liability 

C. Focus your security efforts on high value assets 

D. Protect all information resource assets equally 

Correct Answer: B 

 

QUESTION 6

The PRIMARY objective for information security program development should be: 

A. Reducing the impact of the risk to the business. 

B. Establishing incident response programs. 

C. Establishing strategic alignment with business continuity requirements. 

D. Identifying and implementing the best security solutions. 

Correct Answer: A 

 

QUESTION 7

Many successful cyber-attacks currently include: 

A. Phishing Attacks 

B. Misconfigurations 
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C. Social engineering 

D. All of these 

Correct Answer: C 

Reference: https://www.eccouncil.org/what-is-social-engineering/ 

 

QUESTION 8

What is the definition of Risk in Information Security? 

A. Risk = Probability x Impact 

B. Risk = Impact x Threat 

C. Risk = Threat x Probability 

D. Risk = Financial Impact x Probability 

Correct Answer: A 

 

QUESTION 9

Which of the following tests is performed by an Information Systems (IS) auditor when a sample of programs is selected
to determine if the source and object versions are the same? 

A. Substantive test of program library controls 

B. A compliance test of the program compiler controls 

C. A compliance test of program library controls 

D. A substantive test of the program compiler controls 

Correct Answer: C 

 

QUESTION 10

Which of the following is the BEST indicator of a successful project? 

A. it comes in at or below the expenditures planned for in the baseline budget 

B. it meets most of the specifications as outlined in the approved project definition 

C. it is completed on time or early as compared to the baseline project plan 

D. the deliverables are accepted by the key stakeholders 

Correct Answer: D 
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QUESTION 11

Scenario: An organization has recently appointed a CISO. This is a new role in the organization and it signals the
increasing need to address security consistently at the enterprise level. This new CISO, while confident with skills and
experience, is constantly on the defensive and is unable to advance the IT security centric agenda. From an Information
Security Leadership perspective, which of the following is a MAJOR concern about the CISO\\'s approach to security? 

A. Compliance centric agenda 

B. IT security centric agenda 

C. Lack of risk management process 

D. Lack of sponsorship from executive management 

Correct Answer: B 

 

QUESTION 12

Which of the following is MOST useful when developing a business case for security initiatives? 

A. Cost/benefit analysis 

B. Budget forecasts 

C. Vendor management 

D. Request for proposals 

Correct Answer: A 

 

QUESTION 13

The newly appointed CISO of an organization is reviewing the IT security strategic plan. Which of the following is the
MOST important component of the strategic plan? 

A. There is a clear definition of the IT security mission and vision. 

B. The plan requires return on investment for all security projects. 

C. There is integration between IT security and business staffing 

D. There is an auditing methodology in place. 

Correct Answer: A 

 

QUESTION 14

Which of the following is used to establish and maintain a framework to provide assurance that information security
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strategies are aligned with organizational objectives? 

A. Governance 

B. Compliance 

C. Awareness 

D. Management 

Correct Answer: A 

 

QUESTION 15

Risk appetite is typically determined by which of the following organizational functions? 

A. Business units 

B. Board of Directors 

C. Audit and compliance 

D. Security 

Correct Answer: A 
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