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QUESTION 1

Which of the following is a method of defeating a cryptographic scheme by trying a large number of possibilities?
A. Brute force

B. Zero-day

C.FMS

D. IP spoofing

Correct Answer: A

QUESTION 2

You work as a Network Administrator for Infosec Inc. The company has a Windows 2003-based server. You have
installed McAfee antivirus as well as anti-spyware software on the server. One day, you come to know that not only
have the security applications running on the server (including software firewalls, anti-virus, and anti-spyware) been
disabled, but the anti-virus and anti-spyware definitions have also been deleted. You suspect that this is due to malware
infection. Which of the following types of malware is the most likely cause of the issue?

A. Whack-A-Mole

B. FireKiller 2000

C. Beast

D. SubSeven

Correct Answer: B

QUESTION 3

Which of the following describes the outcome of an integrative negotiation?
A. Fixed pie

B. Win-lose

C. Fixed value

D. Win-win

Correct Answer: D
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QUESTION 4

Which of the following is an example of a compliance metric for a security awareness program?

A. Was there a decrease in the severity of incidents after the awareness program was initiated?

B. How many employees reported suspicious emails after awareness training compared to before training?
C. Which regulatory requirements will be addressed by deploying an organization wide awareness program?
D. What percentage of employees assigned to an awareness training module have completed the training?

Correct Answer: B

QUESTION 5

Which of the following attacks is any form of cryptanalysis where the attacker can observe the operation of a cipher
under several different keys whose values are initially unknown, but where some mathematical relationship connecting
the keys is known to the attacker?

A. Adaptive chosen-ciphertext

B. Chosen-ciphertext

C. Chosen-plain-supermodel

D. Related-key

Correct Answer: D

QUESTION 6

In which of the following attacking methods does an attacker distribute incorrect IP address?
A. Mac flooding

B. DNS poisoning

C. IP spoofing

D. Man-in-the-middle

Correct Answer: B

QUESTION 7

You work as a Network Administrator for Infonet Inc. The company has a Windows Server 2008 domain-based network.
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The network has three Windows Server 2008 member servers and 150 Windows Vista client computers. According to
the company\\'s security policy, you want to apply a firewall profile to the network.Choose the firewall profiles supported

by Windows Server 2008 and Windows Vista.

| " Correct Answer % Your Answer

Firewall Profiles Sapported Firewall Prodiles

- jﬂ User profilz
Daormain profile
Private profile
jﬂ Public profile

-
4 ¥ 1

Select and Place:

™ Correct Answer & Your Answer

Firewall Profiles Sapported Firewall Proiles

- jﬂ User profilz
Domain profile
Private praofile
jﬂ Public profile

-
4 L 4

Correct Answer:

" Correct Snswer & Your Answer

Firewall Profiles Sapported Firewall Profiles

Domain profile = jﬂ User profilz

Private profile

Public profile jﬂ
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QUESTION 8

Which of the following is the practice of a domain name registrant using the five-day "grace period" (the Add Grace
Period or AGP) at the beginning of the registration of an ICANN-regulated second-level domain to test the marketability
of the domain?

A. Proxy server

B. Domain tasting

C. NMap

D. PsPasswd

Correct Answer: B

QUESTION 9

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He is using the Linux operating system. He wants to use a wireless sniffer to sniff the We-are-secure
network. Which of the following tools will he use to accomplish his task?

A. Snadboy\\'s Revelation

B. Kismet

C. NetStumbler

D. WEPCrack

Correct Answer: B

QUESTION 10

In the image of the Screened Host Firewall Architecture given below, select the element that is commonly known as the
choke router.
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Internal Metwork

Hot Area:

Internal Metwork
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QUESTION 11

Screening
Router

[External)

Which of the following is NOT a principle and practice of the \'Minimize the number of highconsequence targets\\'

principle?

A. Principle of least privilege

B. Principle of separation of privileges, duties, and roles
C. Principle of separation of domains

D. Principle of trusted entities from untrusted entities

Correct Answer: D

QUESTION 12

Which of the following statements about IPSec are true?

Each correct answer represents a complete solution. Choose two.
A. It uses Internet Protocol (IP) for data integrity.

B. It uses Authentication Header (AH) for data integrity.

C. It uses Password Authentication Protocol (PAP) for user authentication.

D. It uses Encapsulating Security Payload (ESP) for data confidentiality.
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Correct Answer: BD

QUESTION 13

Which of the following tools can be used for the anti-phishing?
A. Legion

B. Spector

C. Netcraft

D. eblaster

Correct Answer: C

QUESTION 14

Which of the following protocols is used as a transport protocol for Internet dial-up connections?
A. SMTP

B. SNMP

C. DHCP

D. PPP

Correct Answer: D

QUESTION 15

Which of the following RAID standards distributes data across multiple disks in a way that gives improved speed at any
given instant?

A.RAID 01
B. RAID 3/4
C.RAID1
D.RAID O

Correct Answer: D
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