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QUESTION 1

You are the owner of the SpeeDelivery courier service. Last year you had a firewall installed. You now discover that no
maintenance has been performed since the installation. What is the biggest risk because of this? 

A. The risk that hackers can do as they wish on the network without detection 

B. The risk that fire may break out in the server room 

C. The risk of a virus outbreak 

D. The risk of undesired e-mails 

Correct Answer: A 

 

QUESTION 2

My user profile specifies which network drives I can read and write to. What is the name of the type of logical access
management wherein my access and rights are determined centrally? 

A. Discretionary Access Control (DAC) 

B. Mandatory Access Control (MAC) 

C. Public Key Infrastructure (PKI) 

Correct Answer: B 

 

QUESTION 3

You are the owner of the courier company SpeeDelivery. You have carried out a risk analysis and now want to
determine your risk strategy. You decide to take measures for the large risks but not for the small risks. What is this risk
strategy called? 

A. Risk bearing 

B. Risk avoiding 

C. Risk neutral 

Correct Answer: C 

 

QUESTION 4

Which is a legislative or regulatory act related to information security that can be imposed upon all organizations? 

A. ISO/IEC 27001:2005 

B. Intellectual Property Rights 

ISFS PDF Dumps | ISFS Study Guide | ISFS Braindumps                                2 / 6

https://www.pass2lead.com/isfs.html
https://www.pass2lead.com/isfs.html
https://www.pass2lead.com/isfs.html


https://www.pass2lead.com/isfs.html
2023 Latest pass2lead ISFS PDF and VCE dumps Download

C. ISO/IEC 27002:2005 

D. Personal data protection legislation 

Correct Answer: D 

 

QUESTION 5

In the organization where you work, information of a very sensitive nature is processed. Management is legally obliged
to implement the highest-level security measures. What is this kind of risk strategy called? 

A. Risk bearing 

B. Risk avoiding 

C. Risk neutral 

Correct Answer: B 

 

QUESTION 6

When we are at our desk, we want the information system and the necessary information to be available. We want to be
able to work with the computer and access the network and our files. What is the correct definition of availability? 

A. The degree to which the system capacity is enough to allow all users to work with it 

B. The degree to which the continuity of an organization is guaranteed 

C. The degree to which an information system is available for the users 

D. The total amount of time that an information system is accessible to the users 

Correct Answer: C 

 

QUESTION 7

Some threats are caused directly by people, others have a natural cause. What is an example of an intentional human
threat? 

A. Lightning strike 

B. Arson 

C. Flood 

D. Loss of a USB stick 

Correct Answer: B 
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QUESTION 8

Which of the following measures is a preventive measure? 

A. Installing a logging system that enables changes in a system to be recognized 

B. Shutting down all internet traffic after a hacker has gained access to the company systems 

C. Putting sensitive information in a safe 

D. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information
at risk 

Correct Answer: C 

 

QUESTION 9

You are the first to arrive at work in the morning and notice that the CD ROM on which you saved contracts yesterday
has disappeared. You were the last to leave yesterday. When should you report this information security incident? 

A. This incident should be reported immediately. 

B. You should first investigate this incident yourself and try to limit the damage. 

C. You should wait a few days before reporting this incident. The CD ROM can still reappear and, in that case, you will
have made a fuss for nothing. 

Correct Answer: A 

 

QUESTION 10

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure? 

A. Information Security Management System 

B. The use of tokens to gain access to information systems 

C. Validation of input and output data in applications 

D. Encryption of information 

Correct Answer: A 

 

QUESTION 11

The consultants at Smith Consultants Inc. work on laptops that are protected by asymmetrical cryptography. To keep
the management of the keys cheap, all consultants use the same key pair. What is the companys risk if they operate in
this manner? 
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A. If the private key becomes known all laptops must be supplied with new keys. 

B. If the Public Key Infrastructure (PKI) becomes known all laptops must be supplied with new keys. 

C. If the public key becomes known all laptops must be supplied with new keys. 

Correct Answer: A 

 

QUESTION 12

You work for a large organization. You notice that you have access to confidential information that you should not be
able to access in your position. You report this security incident to the helpdesk. The incident cycle isinitiated. What are
the stages of the security incident cycle? 

A. Threat, Damage, Incident, Recovery 

B. Threat, Damage, Recovery, Incident 

C. Threat, Incident, Damage, Recovery 

D. Threat, Recovery, Incident, Damage 

Correct Answer: C 

 

QUESTION 13

You work in the IT department of a medium-sized company. Confidential information has got into the wrong hands
several times. This has hurt the image of the company. You have been asked to propose organizational security
measures for laptops at your company. What is the first step that you should take? 

A. Formulate a policy regarding mobile media (PDAs, laptops, smartphones, USB sticks) 

B. Appoint security personnel 

C. Encrypt the hard drives of laptops and USB sticks 

D. Set up an access control policy 

Correct Answer: A 

 

QUESTION 14

Who is authorized to change the classification of a document? 

A. The author of the document 

B. The administrator of the document 

C. The owner of the document 

D. The manager of the owner of the document 
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Correct Answer: C 

 

QUESTION 15

Midwest Insurance grades the monthly report of all claimed losses per insured as confidential. What is accomplished if
all other reports from this insurance office are also assigned the appropriate grading? 

A. The costs for automating are easier to charge to the responsible departments. 

B. A determination can be made as to which report should be printed first and which one can wait a little longer. 

C. Everyone can easiliy see how sensitive the reports\\' contents are by consulting the grading label. 

D. Reports can be developed more easily and with fewer errors. 

Correct Answer: C 
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