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QUESTION 1

Fill in the blank with an appropriate phrase. The ____________ helps the customer understand and document the
information management needs that support the business or mission. 

Correct Answer: systems engineer  

 

QUESTION 2

Which of the following processes provides a standard set of activities, general tasks, and a management structure to
certify and accredit systems, which maintain the information assurance and the security posture of a system or site 

A. ASSET 

B. NSA-IAM 

C. NIACAP 

D. DITSCAP 

Correct Answer: C 

 

QUESTION 3

System Authorization is the risk management process. System Authorization Plan (SAP) is a comprehensive and
uniform approach to the System Authorization Process. What are the different phases of System Authorization Plan
Each correct answer represents a part of the solution. Choose all that apply. 

A. Certification 

B. Authorization 

C. Post-certification 

D. Post-Authorization 

E. Pre-certification 

Correct Answer: ABDE 

 

QUESTION 4

In which of the following phases of the interconnection life cycle as defined by NIST SP 800-47, do the organizations
build and execute a plan for establishing the interconnection, including executing or configuring appropriate security
controls 

A. Establishing the interconnection 

B. Planning the interconnection 
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C. Disconnecting the interconnection 

D. Maintaining the interconnection 

Correct Answer: A 

 

QUESTION 5

Which of the following elements are described by the functional requirements task Each correct answer represents a
complete solution. Choose all that apply. 

A. Coverage 

B. Accuracy 

C. Quality 

D. Quantity 

Correct Answer: ACD 

 

QUESTION 6

What are the subordinate tasks of the Implement and Validate Assigned IA Control phase in the DIACAP process Each
correct answer represents a complete solution. Choose all that apply. 

A. Conduct activities related to the disposition of the system data and objects. 

B. Combine validation results in DIACAP scorecard. 

C. Conduct validation activities. 

D. Execute and update IA implementation plan. 

Correct Answer: BCD 

 

QUESTION 7

Which of the following federal laws establishes roles and responsibilities for information security, risk management,
testing, and training, and authorizes NIST and NSA to provide guidance for security planning and implementation 

A. Computer Fraud and Abuse Act 

B. Government Information Security Reform Act (GISRA) 

C. Federal Information Security Management Act (FISMA) 

D. Computer Security Act 

Correct Answer: B 
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QUESTION 8

Which of the following guidelines is recommended for engineering, protecting, managing, processing, and controlling
national security and sensitive (although unclassified) information A. Federal Information Processing Standard (FIPS) 

B. Special Publication (SP) 

C. NISTIRs (Internal Reports) 

D. DIACAP by the United States Department of Defense (DoD) 

Correct Answer: B 

 

QUESTION 9

Which of the following security controls works as the totality of protection mechanisms within a computer system,
including hardware, firmware, and software, the combination of which is responsible for enforcing a security policy 

A. Trusted computing base (TCB) 

B. Common data security architecture (CDSA) 

C. Internet Protocol Security (IPSec) 

D. Application program interface (API) 

Correct Answer: A 

 

QUESTION 10

In which of the following DIACAP phases is residual risk analyzed 

A. Phase 2 

B. Phase 3 

C. Phase 5 

D. Phase 1 

E. Phase 4 

Correct Answer: E 

 

QUESTION 11

Which of the following types of cryptography defined by FIPS 185 describes a cryptographic algorithm or a tool
accepted by the National Security Agency for protecting classified information 
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A. Type III cryptography 

B. Type III (E) cryptography 

C. Type II cryptography 

D. Type I cryptography 

Correct Answer: D 

 

QUESTION 12

Which of the following DoD policies establishes policies and assigns responsibilities to achieve DoD IA through a
defense-in-depth approach that integrates the capabilities of personnel, operations, and technology, and supports the
evolution to network-centric warfare 

A. DoD 8500.2 Information Assurance Implementation 

B. DoD 8510.1-M DITSCAP 

C. DoDI 5200.40 

D. DoD 8500.1 Information Assurance (IA) 

Correct Answer: D 

 

QUESTION 13

Della works as a security engineer for BlueWell Inc. She wants to establish configuration management and control
procedures that will document proposed or actual changes to the information system. Which of the following phases of
NIST SP 800-37 CandA methodology will define the above task 

A. Security Certification 

B. Security Accreditation 

C. Initiation 

D. Continuous Monitoring 

Correct Answer: D 

 

QUESTION 14

Which of the following DoD directives is referred to as the Defense Automation Resources Management Manual 

A. DoD 8910.1 

B. DoD 7950.1-M 

C. DoD 5200.22-M 
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D. DoD 5200.1-R 

E. DoDD 8000.1 

Correct Answer: B 

 

QUESTION 15

Which of the following DoD directives defines DITSCAP as the standard CandA process for the Department of Defense 

A. DoD 5200.22-M 

B. DoD 8910.1 

C. DoD 5200.40 

D. DoD 8000.1 

Correct Answer: C 
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