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QUESTION 1

Refer to the exhibit.

Clients
= éﬁ My Compary
- L& Detaut Group
- & England
- L& London
B ) Sales
— L@ Desktops
| E,’! Laplops
@ Manchester

& Plymouth

Inheritance is turned on only for groups England, Sales, Laptops, and Manchester (highlighted). Without turning

inheritance off, which top level group must be modified to affect users in the Laptop group?
A. My Company

B. England

C. London

D. Sales

Correct Answer: C

QUESTION 2

Which tool should an administrator use to discover and deploy the Symantec Endpoint Protection client to new
computers?

A. Unmanaged Detector

B. Client Deployment Wizard

C. Communication Update Package Deployment
D. Symantec Endpoint Discovery Tool

Correct Answer: B

QUESTION 3
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What is a function of the Symantec Endpoint Protection client?

A. uploads logs to the Shared Insight Cache

B. sends and receives application reputation ratings from LiveUpdate
C. downloads virus content updates from Symantec Insight

D. provides a Lotus Notes email scanner

Correct Answer: D

QUESTION 4

What is the likely impact of increasing the Download Insight sensitivity?

A. It would block files that trend towards a poor reputation and decrease false positives.

B. It would allow only files with a good reputation and decrease false positives.

C. It would allow only files that trend toward a good reputation and increases false positives.
D. It would block files that have a poor reputation and decrease false positives.

Correct Answer: C

QUESTION 5

A Symantec Endpoint Protection administrator must block traffic from an attacking computer for a specific time period.
Where should the administrator adjust the time to block the attacking computer?

A. in the firewall policy, under Protection and Stealth

B. in the firewall policy, under Built in Rules

C. in the group policy, under External Communication Settings
D. in the group policy, under Communication Settings

Correct Answer: A

QUESTION 6

Which two configuration elements are needed in order to add a replication partner? (Select two.)
A. SQL Server IP and sa password

B. administrator name and password

C. site-to-site VPN tunnel
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D. replication server name and port
E. internet access

Correct Answer: BD

QUESTION 7

Which task should an administrator perform to troubleshoot operation of the Symantec Endpoint Protection embedded
database?

A. verify that dbsrv11l.exe is listening on port 2638

B. check whether the MSSQLSERVER service is running

C. verify the sqlserver.exe service is running on port 1433

D. check the database transaction logs in X\Program Files\Microsoft SQL server

Correct Answer: A

QUESTION 8

A company selected Opera 10 as its corporate browser. Drive-by downloads are occurring and SONAR intercepts the
resulting scripts. How should the company proceed to minimize the occurrence of drive-by downloads?

A. Upgrade to Opera 11.

B. Use Internet Explorer or Firefox.

C. Enable browser protection.

D. Reboot the Symantec Endpoint Protection client.

Correct Answer: B

QUESTION 9

An administrator set the remediation options for Security Risks to the defaults (Quarantine, then Delete). However, the
security team is the only team authorized to have Hack Tools on their systems. Which two steps must the administrator
complete to accomplish this? (Select two.)

A. Create a specific group for Security Team.

B. Turn on inheritance for the Security Team group.

C. Assign a Virus and Spyware Protection policy with customized remediation options set.

D. Set a specific location for the My Company group.

E. Unlock the padlock in Auto-Protect for Remote Access.
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Correct Answer: AC

QUESTION 10

An administrator needs to customize the Application and Device Control policy to exclude all USB devices except for a
specific, company-issued USB thumb drive. Which function or program, provided with the Symantec Endpoint Protection
12.1 software, should the administrator use to customize the environment?

A. DevViewer.exe

B. Sep_SupportTool.exe

C. SOIS.exe

D. vietool.exe

Correct Answer: A

QUESTION 11

Refer to the exhibit.
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(i Add Apphcation Lontrol Rule Se ﬂ
Fule et name: [Custom Apphcation Rude Sel | ¥ Enable logging
Description.

Rules | Properties | Actions |

e IVARES ORI NS This condiion defines the registry keys for which to detect create, delete, read,
- ﬂ' |Registry Access Attempts ant write aftempts by the monfored processes.

MName  |[Registry Access Aftempts !

¥ Enable this condilion

Apply 1o the ToBowing registry keys
HKEY _CURRENT_USER'Software\CustomApp | Ada

Do not apply to the lolowing régistry keys:

o cees J_ree

A company is using a custom application that writes its application settings in the registry. An administrator plans to
prevent users from modifying these values, while ensuring that the custom application still functions correctly. An
Application and Device Control policy is created with an application rule to block access to create, delete, or write
attempts, for the registry keys used by the custom application. One way to ensure users are prohibited from the registry
keys, but the custom application can still modify them, is to add an Application Control exception for the custom
application. What is another way to ensure this functionality?

A. Add an application rule to allow access to create, delete, or write attempts, to the custom application folder.

B. Add an application rule to allow access to read attempts for the registry keys.

C. Add an application rule set that allows access to read attempts for the registry keys.

D. Add an application rule to allow access to create, delete, or write attempts for the custom application.

Correct Answer: D

QUESTION 12
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Refer to the exhibit.

Clients | Policies | Details | Install Packages |

Yiewe: |Default view v

Name Health State | Logon User or Computer

=) SEPMGR12 €2 Online Administrator

=) a7 ', Offline Administrator
E winxpd6 o Offline Administrator

What does the symbol to the left of the system name, SEPMGR12, indicate?
A. The firewall is enabled.

B. The Symantec Endpoint Protection Manager is running.

C. The system is online.

D. The Unmanaged Detector is enabled.

Correct Answer: D

QUESTION 13

A system running Symantec Endpoint Protection is assigned to a group with client user interface control settings set to
mixed mode with Auto-Protect options set to Client. The user on the system is unable to turn off Auto-Protect. What is
the likely cause of this problem?

A. Tamper protection is enabled.

B. System Lockdown is enabled.

C. Application and Device Control is configured.

D. The padlock on the enable Auto-Protect option is locked.

Correct Answer: D

QUESTION 14

A Symantec Endpoint Protection 12.1 group has two defined locations based on whether clients are attached to the
local network or are remote. The local network location has an administratordefined scan scheduled to begin each
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Monday at 0900. The remote location has an administratordefined scan scheduled to begin each Wednesday night at
2100. All systems are used daily and remain powered on all night. Some users in the group have laptops, while the
other users have standard desktops. Assuming the laptops are taken home and used each night, what is the effect?
A. All clients will run scans only on Monday.

B. All clients will run scans both on Monday and Wednesday.

C. The laptops will run scans only on Wednesday, while the desktops will run scans only on Monday.

D. The laptops will run scans both the Monday and Wednesday, while the desktops will run scans only on Monday.

Correct Answer: D

QUESTION 15

Which Symantec Endpoint Protection 12.1 feature allows an administrator to prevent users from downloading files that
are unsafe?

A. SONAR

B. Insight

C. Application Control

D. Trusted Web Domain exceptions

Correct Answer: B
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