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QUESTION 1

How is Authorization used in a Policy Service? Refer to the diagram below: A. It allows us to use attributes stored in
databases in role mapping and Enforcement.

Service Rules Policy Service

L“xr _ 1 COI’I‘IPOHEHtS
! { Authentication
N

t! Authorization i
=
.

Roles

N

= Posture

__ (optional)
g

11 Enforcement

B. It allows us to use attributes stored in databases in role mapping only, but not Enforcement.
C. It allows us to use attributes stored in databases in Enforcement only, but not role mapping.

D. It allows us to use attributes stored in external databases for Enforcement, but authorization does not use internal
databases for reference.

E. It allows us to use attributes stored in internal databases for Enforcement, but authorization does not use external
databases for reference.

Correct Answer: A

QUESTION 2

Which of the following methods can be used as collectors for device profiling? (Choose 2)
A. OnGuard agent

B. Active Directory Attributes

C. ActiveSync Plugin

D. Username and Password
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E. Client\\'s role on the controller

Correct Answer: AC

QUESTION 3

To setup an Aruba Controller as DHCP relay for device fingerprinting, which of the following IP addresses needs to be
configured?

A. DHCP server IP

B. ClearPass server IP

C. Active Directory IP

D. Microsoft NPS server IP
E. Switch IP

Correct Answer: B

QUESTION 4

Which of the following authentication protocols can be used for authenticating Windows clients that are Onboarded?
(Choose 2)

A. PEAP with MSCHAPv2
B. EAP-GTC

C. EAP-TLS

D. PAP

E. CHAP

Correct Answer: AC

QUESTION 5

What is the certificate format PKCS #7, or .p7b, used for?
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A IO ClearPass Policy Manager

networ ks

Dashboard Configuration » Authentication » Methods

[&] Monitoring 4] Authentication Methods

Edit Authentication Method o

-‘fﬂ Configuration =

-

3% Start Here
3 Service Templates

- & Authentication Name: [EAP TLS With OCSP Enabled]
Methods : :
o _ Description: EAP-TLS with OCSP
{ Sources enabled; recommended for
S 1dentity Onboard
(s Single Sign-0n (SS0O) Type: EAP-TLS

£z Local Users
| Method Details

L Guest Users

{3 Onboard Devices Session Resumption: ] Enable
(¥ Endpoints Session Timeout: & hours
{} Static Host Lists Authorization Required: ¥ Enable
(X Roles Certificate Comparison: Do not compare 3
L3 Role Mappings Verify Certificate using OCSP: | Required =]
# F Posture Override OCSP URL from Client: ¥ Enable
» S enforcement OCSP URL: h&p:ﬂlocalhosﬂguesﬁmdps_ucs_p

= +Mpfwnrk ———

{3 Device Groups

A. Certificate chain

B. Certificate Signing Request

C. Certificate with an encrypted private key

D. Binary encoded X.509 certificate

E. Binary encoded X.509 certificate with public key

Correct Answer: A

QUESTION 6

A hotel chain recently deployed ClearPass Guest. A guest enters the hotel and connects to the Guest SSID. They
launch their web browser and type in www.google.com, but they\\'re unable to immediately see the web login page.

Which of the following could be causing this? (Choose 2):
A. The DNS server is not replying with an IP address for www.google.com.

B. The guest is using a Linux laptop which doesn\\'t support web login.
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C. The ClearPass server has a server certificate issued by Verisign.
D. The ClearPass server has a server certificate issued by the internal Microsoft Certificate Server.
E. The ClearPass server does not recognize the client\\'s certificate.

Correct Answer: AD

QUESTION 7

Which of the following components can use Active Directory authorization attributes for the decision-making process?
(Choose 2)

A. Role Mapping Policy
B. Posture Policy

C. Enforcement Policy
D. Service Rules

Correct Answer: AC

QUESTION 8

Which of the following statements is true about the skin plugins in ClearPass guest?
A. Skins are created by Aruba Professional Services.

B. Skins allow addition of content items to web login pages.

C. Skins are used to create hotspot login pages.

D. Skins are used to create Onboard registration pages.

E. Skins allow customers to implement advertising.

Correct Answer: A

QUESTION 9

Refer to the screen capture below: Based on the Enforcement Policy configuration, if a user with Role Remote Worker
connects to the network and the posture token assigned is quarantine, what Enforcement Profile will be applied?
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Enforcement Policies - Enterprise Enfarcement Policy

[ uneey RS

Enforcement:
Nama: Enterprise Enfarcement Policy
Description: Enforcement policies for lecal and remote employees
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:
Rules Evaluatien Algarithm: Evaluate all
Conditions Actions

(Tips:Posture EQUALS HEALTHY (D))
AND (Tips:Role MATCHES_ANY Remote Worker
1./Role Engineer [RADIUS] EMPLOYEE_VLAN, [RADIUS] Remote Emplayee ACL
testga)
AMD (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
(Tips:Aole EQUALS Senior_Mgmt)
‘|AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
(Tips:Rale EQUALS San Jose HR Local)
“|AND (Tips:Posture EQUALS HEALTHY (0))
(Tips:Role EQUALS [Guest])
“IAND (Connection:SSID CONTAINS guest)
(Tips:iRole EQUALS Remote Worker)
"IAND (Tips:Posture NOT_EQUALS HEALTHY (0))

[RADIUS] EMPLOYEE_VLAN
HR VLAN
[RADIUS] WIRELESS GUEST_NETWORK

RestrictedACL

A. EMPLOYEE_VLAN

B. Remote Employee ACL
C. RestrictedACL

D. Deny Access Profile

E. HR VLAN

Correct Answer: C

QUESTION 10

A Hospital would like to deploy ClearPass Guest for friends and relatives of patients to access the Internet. They would
like patients to be able to access an internal webpage on the intranet where they can view patient information. However,
other guests should not have access to this page.

Which of the following is true? (Choose 2)

A. The NAD device will be firewalling users to block Intranet traffic.

B. ClearPass will be firewalling users to block Intranet traffic.

C. It\\W's necessary for us to have two separate web login pages due to the different access requirements of patients and
guests.

D. We will need to configure different Enforcement actions for patients and guests in the service.
E. Both the NAD and Clearpass would have to firewall users to block traffic.

Correct Answer: AD
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QUESTION 11

Below is an extract from the Web Login Page configuration in ClearPass Guest: What is the purpose of the Pre-Auth
Check?

Home » Configuration » Web Logins

RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

A. To authenticate users before they launch the Web Login Page.

B. To authenticate users before ClearPass sends the credentials to the NAD device.

C. To authenticate users after the NAD device sends an authentication request to ClearPass.
D. To replace the need for the NAD to send an authentication request to ClearPass.

E. To re-authenticate users when they\\'re roaming from one NAD to another.

Correct Answer: B

QUESTION 12

Below is a screenshot of a Captive Portal Authentication profile inside the Aruba Controller:

Captive Portal Authentication Profile > default Show Reference Save As Reset
Default Role guest - Default Guest Role guest -
Redirect Pause 10 ] sec User Login v
Guest Login (] Logout popup window )

Use HTTP for authentication ™ Logon wait minimum wait E— sec
Logon wait maximum wait 1_07 sec :';E:h:ﬂt Sl §07 Y%
Max Authentication failures o ] Show FQDN B

Use CHAP (non-standard) i} Login page ;’auth/mdexh_tml
Welcome page |/auth/welcome. html Show wWelcome Page ¥

Add switch IP address in the o Allo'u!r only one active user ]

redirection URL session

]
-] | Delete |
Wwhite List | Black List
-| Tadd]

Show the acceptable use policy F
page )

ACCP-V6.2 PDF Dumps | ACCP-V6.2 VCE Dumps | ACCP-V6.2 Braindumps 719


https://www.pass2lead.com/accp-v6-2.html
https://www.pass2lead.com/accp-v6-2.html
https://www.pass2lead.com/accp-v6-2.html

P 2L d https://lwww.pass2lead.com/accp-v6-2.html
aSS ea 2023 Latest pass2lead ACCP-V6.2 PDF and VCE dumps Download

—— https://Pass2Lead.com

Which field would you change so that guest users are redirected to the ClearPass Captive Portal when they connect to
the Guest SSID?

A. Login Page

B. Welcome Page

C. Both Login and Welcome Page
D. Default Role

E. Default Guest Role

Correct Answer: A

QUESTION 13

Which of the following statements is true about certificate revocation?

A. Onboard cannot revoke device certificates.

B. Revoked certificates are automatically deleted from Certificate Management.
C. When a certificate is revoked, OCSP checks for certificate validity will fail.

D. A revoked certificate becomes valid again after 24 hours.

E. Certificates can only be revoked once they expire.

Correct Answer: C

QUESTION 14

If a client\\'s authentication is failing and there are no entries in the Clearpass\\'s Access Tracker, which of the following
is a possible reason for the authentication failure?

A. The client used a wrong password.

B. The user is not found in the database.

C. The shared secret between Network Access Device and Clearpass does not match.
D. The user account has expired.

E. The user\\'s certificate is invalid.

Correct Answer: C

QUESTION 15

An Android device goes through the single-ssid onboarding process and successfully connects using EAPTLS to the
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secure network. What is the order in which services are triggered?

A. Onboard Provisioning, Onboard Authorization

B. Onboard Provisioning, Onboard Authorization, Onboard Provisioning
C. Onboard Authorization, Onboard Provisioning

D. Onboard Authorization, Onboard Provisioning, Onboard Authorization
E. Onboard Provisioning

Correct Answer: B
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