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QUESTION 1

The IBM Security Access Manager (ISAM) V9.0 deployment professional has recently discovered an entire deployment
of over 100 junctions was performed incorrectly. 

How can a repair operation be scripted for this, and future deployment personnel? 

A. Use the CLI SSH interface, navigating to isam-> admin and authenticating as sec_master. 

B. Use a text editor and create the correct junction XML files, then import them using the LMI. 

C. Use the LMI Secure Web Settings-> Reverse Proxy-> Manage-> Junction Management interface. 

D. Use the REST API interface https://{appliance_hostname}/isam/pdadmin, JSON files and the CURL utility. 

Correct Answer: C 

 

QUESTION 2

A customer deployment consists of a large number of virtual host functions definitions. During a troubleshooting session
the deployment professional realizes the WebSEAL logs do not distinguish between requests to different virtual hosts. 

How can this be remediated? 

A. Customize the message log to include the relative URL 

B. Customize the request log to include the relative URL 

C. Customize the message log to include the absolute URL 

D. Customize the request log to include the absolute URL 

Correct Answer: D 

 

QUESTION 3

The IBM Security Access Manager V9.0 deployment professional has enabled the Reverse proxy pdweb, sescache
statistic to troubleshoot a problem. 

What is the problem? 

A. HTTP sessions are being timed our prematurely. 

B. HTTP requests are taking longer than expected. 

C. User sessions are terminated sooner than expected. 

D. Document caching is not as effective as anticipated. 

Correct Answer: B 
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QUESTION 4

A company is using the embedded LDAP server to store IBM Security Access Manager V9.0 user data. However, there
is a requirement to create another suffix to hold a set of user data. 

Which two suffix elements are supported when creating a top level entry for the suffix? (Choose two.) 

A. c 

B. l 

C. dn 

D. st 

E. cn 

Correct Answer: AB 

Reference: http://www-01.ibm.com/support/docview.wss?uid=swg27043085andaid=10 (35) 

 

QUESTION 5

A company wants to use a different authentication option than username and password to access the company\\'s web
portal. The security deployment professional is in the process of deploying an IBM Security Access Manager 9.0.0
solution for the company to protect its web portal. 

Which authentication method should the deployment professional consider? 

A. NTLM Authentication 

B. Basic Authentication 

C. Form based Authentication 

D. Client-side certificate authentication 

Correct Answer: B 

 

QUESTION 6

The Distributed Session Cache has been enabled to replace the Session Management Server in a recently migrated
IBM Security Access Manager V9.0 environment. Several Reverse Proxies have not yet been migrated from ISAM V7.0.
The help desk is now receiving user complaints due to multiple logins required for applications protected by the ISAM
V7.0 Reverse Proxies. 

Which Distributed Session Cache option should be checked? 

A. enable_sms-functionality 

B. provide_700_attribute_ids 
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C. Replicate certificate databases 

D. Support internal and external clients 

Correct Answer: C 

 

QUESTION 7

An IBM Security Access Manager (ISAM) V9.0 customer is deploying a new WebSphere based Java application and
wants to protect it via an ISAM Web Reverse Proxy. The user registries are not shared between ISAM and Websphere
Application Server. 

Which trust configuration can be used to achieve Single Sign On between ISAM Web Reverse Proxy and Websphere
Application Server? 

A. LTPAToken 

B. LTPAToken Version 2 

C. SPNEGO Trust Association Interceptor 

D. Extended Trust Association Interceptor plus (eTAI) 

Correct Answer: A 

 

QUESTION 8

An IBM Security Access Manager (ISAM) V9.0 deployment professional has downloaded the ISAM V9.0 installation files
from the IBM Passport Advantage site. XenServer 6.2 will be the hypervisor technology used for a new ISAM Virtual
Appliance installation. 

What is the installation media file type needed to deploy the new ISAM appliance on XenServer? 

A. pkg file 

B. img file 

C. vhd file 

D. ove file 

Correct Answer: C 

Reference: http://www-01.ibm.com/support/docview.wss?uid=swg27046801andaid=12 (21) 

 

QUESTION 9

A deployment professional needs to update the certificate used by the LMI. 

Which steps should the deployment professional follow to complete this task? 
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A. Navigate in the LMI to manage system settings -> Management SSL Certificate -> Upload p12 file 

B. Navigate in the LMI to manage system settings -> Management SSL Certificate -> Request New Certificate from CA 

C. Navigate in the LMI to manage system settings -> Management SSL Certificate -> Update rt_profile_keys key file 

D. Navigate in the LMI to manage system settings -> Management Authorization -> Update rt_profile_keys key file 

Correct Answer: B 

 

QUESTION 10

An IBM Security Access Manager V9.0 systems deployment professional needs to protect a back-end web applications
from SQL injection attacks that match signatures from the IBM X-Force signature database. 

Which action needs to be performed? 

A. Simulation Mode must be enabled and a Risk Profile must be specified. 

B. Web Content Protection must be enabled and a Risk Profile must be specified. 

C. Simulation Mode must be enabled and a Registered Resource must be specified. 

D. Web Content Protection must be enabled and a Registered Resource must be specified. 

Correct Answer: A 

 

QUESTION 11

What out-of-the-box feature of IBM Security Access Manager (ISAM) V9.0 enables invalidating a defined collection of
back-end server generated HTTP cookies when the user logs off WebSEAL? 

A. cookie jar 

B. /pkmslogout 

C. logout-remove-cookie attribute in webseal.conf 

D. –k option on junction create command (server task create) 

Correct Answer: D 

 

 

QUESTION 12

A customer received a replacement hardware appliance, but on boot up it has a different firmware than that for IBM
Security Access Manager (ISAM) V9.0. The appliance needs to be flashed to ISAM V9.0. The appliance needs to be
rebooted with a bootable USB drive formatted as FAT32. 

Which file format is needed to create the bootable drive? 
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A. .iso 

B. .ova 

C. .pkg 

D. .img 

Correct Answer: A 

 

QUESTION 13

A deployment professional has created an Access Control Policy to protect sensitive business information, but is not
obtaining the desired result. 

Considering the rule precedence, which decision is returned for a user with a risk score of 40 and an ipAddress not
considered malware? 

A. Deny 

B. Permit 

C. Deny after Authentication One-Time-Password 

D. Permit after Authentication One-Time-Password 

Correct Answer: A 
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QUESTION 14

A deployment professional wants to ensure traffic from a Reverse Proxy to a junction backend application server goes
out over a specific interface. 

How can this be accomplished? 

A. Create a new management interface. 

B. Create a new application interface 

C. Create a static route to the backend server 

D. Create a new interface in the reverse proxy configuration file 

Correct Answer: A 

 

QUESTION 15

The appliance dashboard Reverse Proxy Health widget indicates a problem with the /snoop junction on the Test
instance. 

Which log file can be examined to find product errors? 

A. agent.log 

B. referer.log 

C. request.log 

D. msg_webseald-test.log 

Correct Answer: C 
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