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QUESTION 1

Which of the following items is NOT an example of Security as a Service (SecaaS)? 

A. Spam filtering 

B. Authentication 

C. Provisioning 

D. Web filtering 

E. Intrusion detection 

Correct Answer: C 

 

QUESTION 2

CCM: In the CCM tool, `Encryption and Key Management` is an example of which of the following? 

A. Risk Impact 

B. Domain 

C. Control Specification 

Correct Answer: B 

 

QUESTION 3

Dynamic Application Security Testing (DAST) might be limited or require pre-testing permission from the provider. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 4

What is defined as the process by which an opposing party may obtain private documents for use in litigation? 

A. Discovery 

B. Custody 

C. Subpoena 

D. Risk Assessment 
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E. Scope 

Correct Answer: A 

 

QUESTION 5

CCM: In the Identity and Access Management (IAM) domain, what does the number `04\\' in IAM-04 signify? 

A. There are 4 controls in that particular domain 

B. The control ID is a random number assigned to the control 

C. It is the 4th control in the IAM domain 

D. None of the above 

Correct Answer: C 

 

QUESTION 6

When designing an encryption system, you should start with a threat model. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 7

Who is responsible for the proper rights management and configuration of exposed controls in the management plane? 

A. The cloud provider 

B. The responsibility is split equally 

C. The cloud consumer 

D. It depends on the agreement 

E. The majority is covered by the provider 

Correct Answer: C 

 

QUESTION 8

Which cloud-based service model enables companies to provide client-based access for partners to databases or
applications? 
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A. Platform-as-a-service (PaaS) 

B. Desktop-as-a-service (DaaS) 

C. Infrastructure-as-a-service (IaaS) 

D. Identity-as-a-service (IDaaS) 

E. Software-as-a-service (SaaS) 

Correct Answer: E 

 

QUESTION 9

Why do blind spots occur in a virtualized environment, where network-based security controls may not be able to
monitor certain types of traffic ? 

A. The network stack is out of alignment 

B. Clouds do not occur in networked environments 

C. Traffic is undetectable in virtual machines 

D. Virtual machines may communicate with each other over a virtual network all on the same host rather than a physical
network between servers 

E. None of the above 

Correct Answer: E 

 

QUESTION 10

What makes the metastructure layer of cloud computing so different from traditional computing? 

A. It includes the management plane components, which are network enabled and remotely accessible 

B. It is automatically patch and scalable 

C. It includes the data and information components 

D. It includes the underlying application services 

E. It eliminates the need for the Infostructure layer 

Correct Answer: A 

 

QUESTION 11

What is known as a code execution environment running within an operating system that shares and uses the resources
of the operating system? 
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A. Platform-based Workload 

B. Pod 

C. Abstraction 

D. Container 

E. Virtual machine 

Correct Answer: D 

 

QUESTION 12

The level of attention and scrutiny paid to enterprise risk assessments should be directly related to what? 

A. The size of the cloud computing environment 

B. The value of the information at risk 

C. The operating system and firewall type 

D. Whether the cloud is IaaS, PaaS, or SaaS 

E. Both A and C 

Correct Answer: B 

 

QUESTION 13

Select the best definition of `compliance` from the options below. 

A. The development of a routine that covers all necessary security measures. 

B. The diligent habits of good security practices and recording of the same. 

C. The timely and efficient ling of security reports. 

D. The awareness and adherence to obligations, including the assessment and prioritization of corrective actions
deemed necessary and appropriate. 

E. The process of completing all forms and paperwork necessary to develop a defensible paper trail. 

Correct Answer: D 

 

QUESTION 14

What is a core tenant of risk management? 

A. If there is still residual risk after assessments and controls are in place, you must accept the risk. 
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B. Risk insurance covers all financial losses, including loss of customers. 

C. The consumers are completely responsible for all risk. 

D. The provider is accountable for all risk management. 

E. You can manage, transfer, accept, or avoid risks. 

Correct Answer: E 

 

QUESTION 15

You have a business relationship with a cloud provider for all sales management functionality. Through the APIs and
SDKs, you have customized the interface and some functionality, but the back end service is done through the cloud
provider. In this relationship, which service is completed by the cloud provider? 

A. Software-as-a-service (SaaS) 

B. Platform-as-a-service (PaaS) 

C. Desktop-as-a-service (DaaS) 

D. Infrastructure-as-a-service (IaaS) 

E. Identity-as-a-service (IDaaS) 

Correct Answer: B 
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