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QUESTION 1

A company just successfully completed a DR test and is ready to shut down its DR site and resume normal operations.
Which of the following actions should the cloud administrator take FIRST? 

A. Initiate a failover 

B. Restore backups 

C. Configure the network 

D. Perform a failback 

Correct Answer: A 

 

QUESTION 2

A DevOps administrator is automating an existing software development workflow. The administrator wants to ensure
that prior to any new code going into production, tests confirm the new code does not negatively impact existing
automation activities. 

Which of the following testing techniques would be BEST to use? 

A. Usability testing 

B. Regression testing 

C. Vulnerability testing 

D. Penetration testing 

Correct Answer: B 

Reference: https://www.softwaretestinghelp.com/regression-testing-tools-and-methods/ 

 

QUESTION 3

An organization is hosting a DNS domain with private and public IP ranges. 

Which of the following should be implemented to achieve ease of management? 

A. Network peering 

B. A CDN solution 

C. A SDN solution 

D. An IPAM solution 

Correct Answer: D 
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Reference: https://www.infoblox.com/glossary/ipam-ip-address-management/ 

 

QUESTION 4

A company recently subscribed to a SaaS collaboration service for its business users. The company also has an on-
premises collaboration solution and would like users to have a seamless experience regardless of the collaboration
solution being used. 

Which of the following should the administrator implement? 

A. LDAP 

B. WAF 

C. VDI 

D. SSO 

Correct Answer: A 

 

QUESTION 5

Lateral-moving malware has infected the server infrastructure. 

Which of the following network changes would MOST effectively prevent lateral movement in the future? 

A. Implement DNSSEC in all DNS servers 

B. Segment the physical network using a VLAN 

C. Implement microsegmentation on the network 

D. Implement 802.1X in the network infrastructure 

Correct Answer: B 

 

QUESTION 6

An organization is required to set a custom registry key on the guest operating system. 

Which of the following should the organization implement to facilitate this requirement? 

A. A configuration management solution 

B. A log and event monitoring solution 

C. A file integrity check solution 

D. An operating system ACL 

Correct Answer: A 

Latest CV1-003 Dumps | CV1-003 Exam Questions | CV1-003 Braindumps                                3 / 8

https://www.pass2lead.com/cv1-003.html
https://www.pass2lead.com/cv1-003.html
https://www.pass2lead.com/cv1-003.html


https://www.pass2lead.com/cv1-003.html
2023 Latest pass2lead CV1-003 PDF and VCE dumps Download

 

QUESTION 7

Which of the following is relevant to capacity planning in a SaaS environment? 

A. Licensing 

B. A hypervisor 

C. Clustering 

D. Scalability 

Correct Answer: D 

 

QUESTION 8

A cloud administrator is switching hosting companies and using the same script that was previously used to deploy VMs
in the new cloud. The script is returning errors that the command was not found. Which of the following is the MOST
likely cause of the script failure? 

A. Account mismatches 

B. IP address changes 

C. API version incompatibility 

D. Server name changes 

Correct Answer: C 

 

QUESTION 9

A company developed a product using a cloud provider\\'s PaaS platform and many of the platform-based components
within the application environment. Which of the following would the company MOST likely be concerned about when
utilizing a multicloud strategy or migrating to another cloud provider? 

A. Licensing 

B. Authentication providers 

C. Service-level agreement 

D. Vendor lock-in 

Correct Answer: C 

 

QUESTION 10

A cloud administrator is setting up a DR site on a different zone of the same CSP. The application servers are replicated
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using the VM replication, and the database replication is set up using log shipping. Upon testing the DR site, the
application servers are unable to access the database servers. The administrator has verified the systems are running
and are accessible from the CSP portal. 

Which of the following should the administrator do to fix this issue? 

A. Change the database application IP 

B. Create a database cluster between the primary site and the DR site 

C. Update the connection string 

D. Edit the DNS record at the DR site for the application servers 

Correct Answer: C 

 

QUESTION 11

SIMULATION 

The QA team is testing a newly implemented clinical trial management (CTM) SaaS application that uses a business
intelligence application for reporting. The UAT users were instructed to use HTTP and HTTPS. 

Refer to the application dataflow: 

1A -The end user accesses the application through a web browser to enter and view clinical data. 

2A -The CTM application server reads/writes data to/from the database server. 

1B -The end user accesses the application through a web browser to run reports on clinical data. 

2B -The CTM application server makes a SOAP call on a non-privileged port to the BI application server. 

3B -The BI application server gets the data from the database server and presents it to the CTM application server. 

When UAT users try to access the application using https://ctm.app.com or http://ctm.app.com, they get a message
stating: "Browser cannot display the webpage." The QA team has raised a ticket to troubleshoot the issue. 

INSTRUCTIONS 

You are a cloud engineer who is tasked with reviewing the firewall rules as well as virtual network settings. 

You should ensure the firewall rules are allowing only the traffic based on the dataflow. 

You have already verified the external DNS resolution and NAT are working. 

Verify and appropriately configure the VLAN assignments and ACLs. Drag and drop the appropriate VLANs to each tier
from the VLAN Tags table. Click on each Firewall to change ACLs as needed. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 
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Correct Answer: explanation 

On firewall 3, change the DENY 0.0.0.0 entry to rule 3 not rule 1. 

 

QUESTION 12

A systems administrator has migrated an internal application to a public cloud. The new web server is running under a
TLS connection and has the same TLS certificate as the internal application that is deployed. However, the IT
department reports that only internal users who are using new versions of the OSs are able to load the application home
page. 

Which of the following is the MOST likely cause of the issue? 

A. The local firewall from older OSs is not allowing outbound connections 

B. The local firewall from older OSs is not allowing inbound connections 

C. The cloud web server is using a self-signed certificate that is not supported by older browsers 

D. The cloud web server is using strong ciphers that are not supported by older browsers 

Correct Answer: B 

 

QUESTION 13

Which of the following strategies will mitigate the risk of a zero-day vulnerability MOST efficiently? 
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A. Using only open-source technologies 

B. Keeping all resources up to date 

C. Creating a standby environment with a different cloud provider 

D. Having a detailed incident response plan 

Correct Answer: D 

 

QUESTION 14

A technician is working with an American company that is using cloud services to provide video-based training for its
customers. Recently, due to a surge in demand, customers in Europe are experiencing latency. Which of the following
services should the technician deploy to eliminate the latency issue? 

A. Auto-scaling 

B. Cloud bursting 

C. A content delivery network 

D. A new cloud provider 

Correct Answer: A 

 

QUESTION 15

A company is doing a cloud-to-cloud migration to lower costs. A systems administrator has to plan the migration
accordingly. 

Which of the following considerations is MOST important for a successful, future-proof, and low-cost migration? 

A. Tier pricing 

B. Licensing 

C. Estimated consumption 

D. Feature compatibility 

Correct Answer: D 
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