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QUESTION 1

What is the name of the system that guarantees the coherence of information security in the organization? 

A. Information Security Management System (ISMS) 

B. Rootkit 

C. Security regulations for special information for the government 

D. Information Technology Service Management (ITSM) 

Correct Answer: A 

 

QUESTION 2

Who are allowed to access highly confidential files? 

A. Employees with a business need-to-know 

B. Contractors with a business need-to-know 

C. Employees with signed NDA have a business need-to-know 

D. Non-employees designated with approved access and have signed NDA 

Correct Answer: C 

 

QUESTION 3

Who is authorized to change the classification of a document? 

A. The author of the document 

B. The administrator of the document 

C. The owner of the document 

D. The manager of the owner of the document 

Correct Answer: C 

 

QUESTION 4

Backup media is kept in the same secure area as the servers. What risk may the organisation be exposed to? 

A. Unauthorised persons will have access to both the servers and backups 

B. Responsibility for the backups is not defined well 
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C. After a fire, the information systems cannot be restored 

D. After a server crash, it will take extra time to bring it back up again 

Correct Answer: C 

 

QUESTION 5

Which threat could occur if no physical measures are taken? 

A. Unauthorised persons viewing sensitive files 

B. Confidential prints being left on the printer 

C. A server shutting down because of overheating 

D. Hackers entering the corporate network 

Correct Answer: C 

 

QUESTION 6

What is a definition of compliance? 

A. Laws, considered collectively or the process of making or enacting laws 

B. The state or fact of according with or meeting rules or standards 

C. An official or authoritative instruction 

D. A rule or directive made and maintained by an authority. 

Correct Answer: B 

 

QUESTION 7

Which of the following is an information security management system standard published by the International
Organization for Standardization? 

A. ISO9008 

B. ISO27001 

C. ISO5501 

D. ISO22301 

Correct Answer: B 
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QUESTION 8

Which department maintain\\'s contacts with law enforcement authorities, regulatory bodies, information service
providers and telecommunications service providers depending on the service required? 

A. COO 

B. CISO 

C. CSM 

D. MRO 

Correct Answer: B 

 

 

QUESTION 9

Information has a number of reliability aspects. Reliability is constantly being threatened. Examples of threats are: a
cable becomes loose, someone alters information by accident, data is used privately or is falsified. 

Which of these examples is a threat to integrity? 

A. a loose cable 

B. accidental alteration of data 

C. private use of data 

D. System restart 

Correct Answer: B 

 

QUESTION 10

An employee caught with offense of abusing the internet, such as P2P file sharing or video/audio streaming, will not
receive a warning for committing such act but will directly receive an IR. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11

What type of measure involves the stopping of possible consequences of security incidents? 

A. Corrective 
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B. Detective 

C. Repressive 

D. Preventive 

Correct Answer: C 

 

QUESTION 12

CEO sends a mail giving his views on the status of the company and the company\\'s future strategy and the CEO\\'s
vision and the employee\\'s part in it. The mail should be classified as: 

A. Internal Mail 

B. Public Mail 

C. Confidential Mail 

D. Restricted Mail 

Correct Answer: A 

 

 

QUESTION 13

Integrity of data means 

A. Accuracy and completeness of the data 

B. Data should be viewable at all times 

C. Data should be accessed by only the right people 

Correct Answer: A 

 

QUESTION 14

Which reliability aspect of information is compromised when a staff member denies having sent a message? 

A. Confidentiality 

B. Integrity 

C. Availability 

D. Correctness 

Correct Answer: B 
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QUESTION 15

There was a fire in a branch of the company Midwest Insurance. The fire department quickly arrived at the scene and
could extinguish the fire before it spread and burned down the entire premises. The server, however, was destroyed in
the fire. The backup tapes kept in another room had melted and many other documents were lost for good. 

What is an example of the indirect damage caused by this fire? 

A. Melted backup tapes 

B. Burned computer systems 

C. Burned documents 

D. Water damage due to the fire extinguishers 

Correct Answer: D 
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