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QUESTION 1

What is an example of a security incident?

A. The lighting in the department no longer works.

B. A member of staff loses a laptop.

C. You cannot set the correct fonts in your word processing software.
D. Afile is saved under an incorrect name.

Correct Answer: B

QUESTION 2

Responsibilities for information security in projects should be defined and allocated to: A. the project manager
B. specified roles defined in the used project management method of the organization

C. the InfoSec officer

D. the owner of the involved asset

Correct Answer: B

QUESTION 3

The identified owner of an asset is always an individual
A. True

B. False

Correct Answer: B

QUESTION 4

It is allowed that employees and contractors are provided with an anonymous reporting channel to report violations of
information security policies or procedures ("whistle blowing")

A. True
B. False

Correct Answer: A
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QUESTION 5

What is an example of a non-human threat to the physical environment?
A. Fraudulent transaction

B. Corrupted file

C. Storm

D. Virus

Correct Answer: C

QUESTION 6
Why is compliance important for the reliability of the information?

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly.

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner.

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information.

D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information.

Correct Answer: B

QUESTION 7

You have just started working at a large organization. You have been asked to sign a code of conduct as well as a
contract. What does the organization wish to achieve with this?

A. A code of conduct helps to prevent the misuse of IT facilities.

B. A code of conduct is a legal obligation that organizations have to meet.

C. A code of conduct prevents a virus outbreak.

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities.

Correct Answer: A

QUESTION 8

What are the data protection principles set out in the GDPR?
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A. Purpose limitation, proportionality, availability, data minimisation

B. Purpose limitation, proportionality, data minimisation, transparency
C. Target group, proportionality, transparency, data minimisation

D. Purpose limitation, pudicity, transparency, data minimisation

Correct Answer: B

QUESTION 9

Susan sends an email to Paul. Who determines the meaning and the value of information in this email?
A. Paul, the recipient of the information.

B. Paul and Susan, the sender and the recipient of the information.

C. Susan, the sender of the information.

Correct Answer: A

QUESTION 10

What is the best way to comply with legislation and regulations for personal data protection?
A. Performing a threat analysis

B. Maintaining an incident register

C. Performing a vulnerability analysis

D. Appointing the responsibility to someone

Correct Answer: D
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