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QUESTION 1

A fire breaks out in a branch office of a health insurance company. The personnel are transferred to neighboring
branches to continue their work. 

Where in the incident cycle is moving to a stand-by arrangements found? 

A. between threat and incident 

B. between recovery and threat 

C. between damage and recovery 

D. between incident and damage 

Correct Answer: D 

 

QUESTION 2

_________________is an asset like other important business assets has value to an organization and consequently
needs to be protected. 

A. Infrastructure 

B. Data 

C. Information 

D. Security 

Correct Answer: C 

 

 

QUESTION 3

Does the security have the right to ask you to display your ID badges and check your bags? 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 4

What is the name of the system that guarantees the coherence of information security in the organization? 

A. Information Security Management System (ISMS) 
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B. Rootkit 

C. Security regulations for special information for the government 

D. Information Technology Service Management (ITSM) 

Correct Answer: A 

 

QUESTION 5

Backup media is kept in the same secure area as the servers. What risk may the organisation be exposed to? 

A. Unauthorised persons will have access to both the servers and backups 

B. Responsibility for the backups is not defined well 

C. After a fire, the information systems cannot be restored 

D. After a server crash, it will take extra time to bring it back up again 

Correct Answer: C 

 

QUESTION 6

You see a blue color sticker on certain physical assets. What does this signify? 

A. The asset is very high critical and its failure affects the entire organization 

B. The asset with blue stickers should be kept air conditioned at all times 

C. The asset is high critical and its failure will affect a group/s/project\\'s work in the organization 

D. The asset is critical and the impact is restricted to an employee only 

Correct Answer: C 

 

QUESTION 7

Why do we need to test a disaster recovery plan regularly, and keep it up to date? 

A. Otherwise the measures taken and the incident procedures planned may not be adequate 

B. Otherwise it is no longer up to date with the registration of daily occurring faults 

C. Otherwise remotely stored backups may no longer be available to the security team 

Correct Answer: A 

 

QUESTION 8
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An employee caught with offense of abusing the internet, such as P2P file sharing or video/audio streaming, will not
receive a warning for committing such act but will directly receive an IR. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 9

What is an example of a human threat? 

A. a lightning strike 

B. fire 

C. phishing 

D. thunderstrom 

Correct Answer: C 

 

QUESTION 10

Availability means 

A. Service should be accessible at the required time and usable by all 

B. Service should be accessible at the required time and usable only by the authorized entity 

C. Service should not be accessible when required 

Correct Answer: B 

 

QUESTION 11

Which measure is a preventive measure? 

A. Installing a logging system that enables changes in a system to be recognized 

B. Shutting down all internet traffic after a hacker has gained access to the company systems 

C. Putting sensitive information in a safe 

Correct Answer: C 

 

QUESTION 12
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CEO sends a mail giving his views on the status of the company and the company\\'s future strategy and the CEO\\'s
vision and the employee\\'s part in it. The mail should be classified as 

A. Internal Mail 

B. Public Mail 

C. Confidential Mail 

D. Restricted Mail 

Correct Answer: A 

 

QUESTION 13

A hacker gains access to a webserver and can view a file on the server containing credit card numbers. 

Which of the Confidentiality, Integrity, Availability (CIA) principles of the credit card file are violated? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Compliance 

Correct Answer: B 

 

QUESTION 14

In order to take out a fire insurance policy, an administration office must determine the value of the data that it
manages. 

Which factor is [b]not[/b] important for determining the value of data for an organization? 

A. The content of data. 

B. The degree to which missing, incomplete or incorrect data can be recovered. 

C. The indispensability of data for the business processes. 

D. The importance of the business processes that make use of the data. 

Correct Answer: A 

 

QUESTION 15

Which is not a requirement of HR prior to hiring? 

A. Undergo background verification 
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B. Applicant must complete pre-employment documentation requirements 

C. Must undergo Awareness training on information security. 

D. Must successfully pass Background Investigation 

Correct Answer: C 
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