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QUESTION 1

You have recently configured an IPsec tunnel between two SRX Series devices. One of the devices is assigned an IP
address using DHCP with an IP address that changes frequently. Initial testing indicates that the IPsec tunnel is not
working. Troubleshooting has revealed that Phase 1 negotiations are failing. 

Which two actions would solve the problem? (Choose two.) 

A. Verify that the device with the IP address assigned by DHCP is the traffic initiator. 

B. Verify that VPN monitoring is enabled. 

C. Verify that the IKE policy is configured for aggressive mode. 

D. Verify that PKI is properly configured. 

Correct Answer: AC 

 

QUESTION 2

You are asked to support source NAT for an application that requires that its original source port not be changed. 

Which configuration would satisfy the requirement? 

A. Configure a source NAT rule that references an IP address pool with interface proxy ARP enabled. 

B. Configure the egress interface to source NAT fixed-port status. 

C. Configure a source NAT rule that references an IP address pool with the port no-translation parameter enabled. 

D. Configure a source NAT rule that sets the egress interface to the overload status. 

Correct Answer: C 

 

QUESTION 3

You have configured source NAT with port address translation. You also need to guarantee that the same IP address is
assigned from the source NAT pool to a specific host for multiple concurrent sessions. 

Which NAT parameter would meet this requirement? 

A. port block-allocation 

B. port range twin-port 

C. address-persistent 

D. address-pooling paired 

Correct Answer: D 
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QUESTION 4

Your network includes IPsec tunnels. One IPsec tunnel transits an SRX Series device with NAT configured. You must
ensure that the IPsec tunnels function properly. 

Which statement is correct in this scenario? 

A. Persistent NAT should be enabled. 

B. NAT-T should be enabled. 

C. Destination NAT should be configured. 

D. A source address pool should be configured. 

Correct Answer: B 

 

QUESTION 5

Which SRX5400 component is responsible for performing first pass security policy inspection? 

A. Routing Engine 

B. Switch Control Board 

C. Services Processing Unit 

D. Modular Port Concentrator 

Correct Answer: C 

 

QUESTION 6

Which statement is true when destination NAT is performed? 

A. The source IP address is translated according to the configured destination NAT rules and then the security policies
are applied. 

B. The destination IP address is translated according to the configured source NAT rules and then the security policies
are applied. 

C. The destination IP address is translated according to the configured security policies and then the security
destination NAT rules are applied. 

D. The destination IP address is translated according to the configured destination NAT rules and then the security
policies are applied. 

Correct Answer: D 
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QUESTION 7

A session token on an SRX Series device is derived from what information? (Choose two.) 

A. routing instance 

B. zone 

C. screen 

D. MAC address 

Correct Answer: AB 

 

QUESTION 8

Which three elements does AH provide in an IPsec implementation? (Choose three.) 

A. confidentiality 

B. authentication 

C. integrity 

D. availability 

E. replay attack protection 

Correct Answer: BCE 

 

QUESTION 9

Click the Exhibit button. 

Host A is attempting to connect to Host B using the domain name, which is tied to a public IP address. All attempts to
connect to Host B have failed. You have examined the configuration on your SRX340 and determined that a NAT policy
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is required. 

Referring to the exhibit, which two NAT types will allow Host A to connect to Host B? (Choose two.) 

A. source NAT 

B. NAT-T 

C. destination NAT 

D. static NAT 

Correct Answer: CD 

 

QUESTION 10

Which statement is true about functional zones? 

A. Functional zones are a collection of regulated transit network segments. 

B. Functional zones provide a means of distinguishing groups of hosts and their resources from one another. 

C. Functional zones are used for management. 

D. Functional zones are the building blocks for security policies. 

Correct Answer: C 

 

QUESTION 11

Click the Exhibit button. 
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Referring to the exhibit, what will happen if client 172.16.128.50 tries to connect to destination 

192.168.150.111 using HTTP? 

A. The client will be denied by policy p2. 

B. The client will be denied by policy p1. 

C. The client will be permitted by policy p2. 

D. The client will be permitted by policy p1. 

Correct Answer: D 

 

QUESTION 12
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What are two supported hypervisors for hosting a vSRX? (Choose two.) 

A. VMware ESXi 

B. Solaris Zones 

C. KVM 

D. Docker 

Correct Answer: AC 

 

QUESTION 13

You need to configure an IPsec tunnel between a remote site and a hub site. The SRX Series device at the remote site
receives a dynamic IP address on the external interface that you will use for IPsec. Which feature would you need to
configure in this scenario? 

A. NAT-T 

B. crypto suite B 

C. aggressive mode 

D. IKEv2 

Correct Answer: C 

 

QUESTION 14

What are two valid zones available on an SRX Series device? (Choose two.) 

A. security zones 

B. policy zones 

C. transit zones 

D. functional zones 

Correct Answer: AD 

 

QUESTION 15

Click the exhibit button. 
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Referring to the exhibit, which statement is true? 

A. Packets entering the interface are being dropped because of a stateless filter. 

B. Packets entering the interface matching an ALG are getting dropped. 

C. TCP packets entering the interface are failing the TCP sequence check. 

D. Packets entering the interface are getting dropped because the interface is not bound to a zone. 

Correct Answer: D 
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