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QUESTION 1

McAfee DLP Agent functionality in Windows Safe Mode is controlled by which of the following?
A. DLP Agent Configuration policy

B. ePO Server Settings Page

C. Agent watchdog

D. DLP Global Policy

Correct Answer: A

QUESTION 2

Which of the following is used to control the ability to modify policies in DLPe for non ePO Global Admins?
A. An Active Directory GPO

B. An ePO Permission Set

C. Restricted access to the Evidence Share

D. Restricted access to the Whitelist Share

Correct Answer: B

QUESTION 3

The DLP End point administrator needs to prevent sensitive data from being transmitted over FTP. Which Rule can be
configured to meet this requirement?

A. File System Protection Rule

B. Cloud Protection Rule

C. Application File Access Protection Rule
D. Network Communication Protection Rule

Correct Answer: D

QUESTION 4
How can different modules within the DLP agent configuration be enabled?

A. Use the miscellaneous section
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B. Use the advanced configuration section
C. Use the application modules section
D. Use the user interface service section

Correct Answer: A

QUESTION 5

How can incident data be exported?

A. Select specific events in DLP manager to export incident data

B. Run reports or queries to generate specific report and export incident data
C. Use database administration to export incident data

D. Run incident task manager to export incident data

Correct Answer: B

QUESTION 6

Which of the following protocols cannot be blocked or monitored by McAfee DLP \\'Network Communication Protection
Rules\\'?

A. Secure FTP (SFTP)
B. Secure Copy (SCP)
C. Server Message Block/NetBIOS (SMB)
D. Secure Shell (SSH)

Correct Answer: C

QUESTION 7

Which of the following is an indication of potential data loss?

A. Removable Storage Device rule triggers a lot of incidents for one user

B. Removable Storage File Access rule triggers a lot of incidents for one user
C. Discovery rule triggers a lot of incidents for one user

D. Removable Storage Protection rule triggers a lot of incidents for one user

Correct Answer: D
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QUESTION 8

By default, McAfee DLP will copy evidence to its configured share using which of the following accounts?
A. ePO Service Account

B. MCAFEE AGENT ACCOUNT

C. NETWORK SERVICE

D. Pre-defined service account

Correct Answer: C

QUESTION 9

How can the use of USB drives be identified?

A. Enable plug and play device rule to monitor USB plugs

B. Enable unmanageable device classes to monitor USB plugs
C. Enable fixed hard drive rule to monitor USB plugs

D. Enable removable file storage access to monitor USB plugs

Correct Answer: A

QUESTION 10

An executive sends merger documents to legal counsel. Policy dictates the documents should be encrypted, but they
are being sent in plain text. What is the appropriate action to configure in such a case using DLPe protection rules?

A. Monitor the activity using a File System Protection Rule, store the evidence and notify the user.
B. Verify the violation and send an alert to the administrator.

C. An Email Protection Rule should be used to block the email unless the documents are encrypted.
D. Do nothing.

Correct Answer: C

QUESTION 11
Which of the following is NOT a proactive approach to preventing performance issues?

A. Adding exclusions for security and indexing software
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B. Removing unnecessary applications and application definitions from the policy
C. Disabling unused modules in Agent Configuration
D. Running a File System Discovery Scan

Correct Answer: D

QUESTION 12

How would internal users be prohibited from accessing local drives?
A. Enable fixed hard drive device rule

B. Enable blocking of local drives

C. Enable cloud protection rule

D. Enable monitoring and protection rule for all local drives

Correct Answer: A

QUESTION 13

What result types are supported in a McAfee DLPe query?
A. Properties and Events

B. Roles and permissions

C. User data

D. Protection status

Correct Answer: A

QUESTION 14

An organization wants to prevent sensitive data from being uploaded to unauthorized websites. Which of the following
types of protection rule can the DLP Endpoint administrator configure to meet this requirement?

A. File System Protection Rule
B. Cloud Protection Rule

C. Application Protection Rule
D. Web Post Protection Rule

Correct Answer: D
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QUESTION 15

Which Corporate Security Policy affects the Evidence Share and ePO Database size and growth?
A. Acceptable Use Policy

B. Access Control Policy

C. Data Retention Policy

D. Risk Management Framework

Correct Answer: C
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