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QUESTION 1

Which two statement about the RADIUS service on FortiAuthenticator are true? (Choose two) 

A. Two-factor authentication cannot be enforced when using RADIUS authentication 

B. RADIUS users can migrated to LDAP users 

C. Only local users can be authenticated through RADIUS 

D. FortiAuthenticator answers only to RADIUS client that are registered with FortiAuthenticator 

Correct Answer: BD 

 

QUESTION 2

Which three of the following can be used as SSO sources? (Choose three) 

A. FortiClient SSO Mobility Agent 

B. SSH Sessions 

C. FortiAuthenticator in SAML SP role 

D. Fortigate 

E. RADIUS accounting 

Correct Answer: ACE 

 

QUESTION 3

Which method is the most secure way of delivering FortiToken data once the token has been seeded? 

A. Online activation of the tokens through the FortiGuard network 

B. Shipment of the seed files on a CD using a tamper-evident envelope 

C. Using the in-house token provisioning tool 

D. Automatic token generation using FortiAuthenticator 

Correct Answer: B 

 

QUESTION 4

You want to monitor FortiAuthenticator system information and receive FortiAuthenticator traps through SNMP. 

Which two configurations must be performed after enabling SNMP access on the FortiAuthenticator interface? (Choose
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two) 

A. Enable logging services 

B. Set the tresholds to trigger SNMP traps 

C. Upload management information base (MIB) files to SNMP server 

D. Associate an ASN, 1 mapping rule to the receiving host 

Correct Answer: BC 

 

QUESTION 5

Which two capabilities does FortiAuthenticator offer when acting as a self-signed or local CA? (Choose two) 

A. Validating other CA CRLs using OSCP 

B. Importing other CA certificates and CRLs 

C. Merging local and remote CRLs using SCEP 

D. Creating, signing, and revoking of X.509 certificates 

Correct Answer: BD 
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