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QUESTION 1

Which two antispam techniques query FortiGuard for rating information? (Choose two.)
A. DNSBL

B. SURBL

C. IP reputation

D. URI filter

Correct Answer: AB

Reference: https://docs.fortinet.com/document/fortimail/6.4.0/administration-guide/352990/configuringantispam-profiles-
and-antispam-action-profiles

QUESTION 2

Refer to the exhibit.

AntiVirus Action Profile

Domain: example. com v

Profile name: AV_Action

® Tag subject

P Insert header B3

(® Insert disclaimer @ default » at | Start of message » _

¢ ®» Deliver to alternate host

{®» Deliver to onginal host

(» BCC

O Replace Infected/suspicious body or attachment(s)

® Archive to account archive - +Hew. .. Edit ..
{3 Notify with profile —-None-- v +New.. # Edit
(® Final action |Discard -

What are two expected outcomes if FortiMail applies this antivirus action profile to an email? (Choose two.)

A. Virus content will be removed from the email
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B. A replacement message will be added to the emalil
C. The sanitized email will be sent to the recipient\\'s personal quarantine
D. The administrator will be notified of the virus detection

Correct Answer: BC

QUESTION 3

Refer to the exhibit.
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ID
1
2
3

& Exceptions

ID
1

Message Scan Rule

Mame: DLPOut
Description:
& Conditions
Match all conditions Match any condition

+ New.. [# Edit Il Delete

o New... [# Edi 1T Delete

Condition

Body contains sensitive data "Credit_Card_Number”
Attachment contains sensitive data "Credit_Card_Number”

Subject cotains Credit Card

Condition

Sender contains sales@example.com

Which two message types will trigger this DLP scan rule? (Choose two.)

A. An email message with

a subject that contains the term "credit card" will trigger this scan rule

B. An email that contains credit card numbers in the body, attachment, and subject will trigger this scan rule

C. An email message that

contains credit card numbers in the body will trigger this scan rule

D. An email sent from sales@internal.lab will trigger this scan rule, even without matching any conditions
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Correct Answer: BC

QUESTION 4

Refer to the exhibit.
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Session Profile

Profile name: Example_Session

‘@ SMTP Limits

Restrict number of EHLO/HELOs per session to: 3
Restrict number of email per session to: 10
Restrict number of recipients per email to: 500
Cap message size (KB) at: 51200
Cap header size (KB) at: 10240

Maximum number of NOOPs allowed for each connection; 10
Maximum number of RSETs allowed for each connection: 20

FortiMail
Domain name: example com
Relay type: Host *
SMTP server: 10.29.1.45
® Use SMTPS
Fallback SMTP server:
® Use SMTPS

& O Relay Authentication

Port 25 — |[Test ]

Port 25 w |[Test ]

Webmail theme:

Webmail language:
Maximum message size(KB): --Default--

Other

Use system settingsw

-

204800 -
SMTP greeting (EHLO/HELO) name (as client)Use system host namew

IP pool:  —None-- w Direction: Delivering «

(3 | Remove received header of outgoig email
& Use global bayesian database
Bypass bounce verification

Which message size limit will FortiMail apply to the outbound email?

A. 204800

B. 1024
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C. 51200
D. 10240

Correct Answer: A

QUESTION 5

Refer to the exhibit.

Email Archiving Exempt Policy

Policy status: @O

Account: journal
Policy type: Spam email
Pattern:

o= New... [ Edit...

Create Cancel

Email Archiving Policy

Policy status: O

Account: journal
Policy type: Recipient Address
Pattern: marketing@example.com

e New. . [ Edit .
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What two archiving actions will FortiMail take when email messages match these archive policies? (Choose two.)
A. FortiMail will save archived email in the journal account

B. FortiMail will allow only the marketing@example.com account to access the archived email

C. FortiMail will exempt spam email from archiving

D. FortiMail will archive email sent from marketing@example.com

Correct Answer: AB
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