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QUESTION 1
DRAG DROP
Match the common TCP/IP protocol with its corresponding port(s).

Select and Place:

22 Drag answer here File Transfer Protocol (FTP)
23 Drag answer here Domain Name System (DNS)
67/68 Drag answer here Telnet
20121 Drag answer here Secure Shell (SSH)
25 Drag answer here Dynagi&ﬂgﬁ} E]?g?:l;mﬁﬂn
59 Bian arewer hors Simple MaiISTrLins;er Protocol

Correct Answer:
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22 Secure Shell (SSH)
23 Telnet
67/68 Dynamic Host Configuration
Protocol (DHCP)
20121 File Transfer Protocol (FTP)
25 Simple Mail Transfer Protocol
(SMTP)
23 Domain Name System (DNS)
QUESTION 2

Which security component should you configure to block viruses not seen and blocked by the perimeter firewall?

A. strong endpoint passwords

B. endpoint disk encryption

C. endpoint antivirus software

D. endpoint NIC ACLs

Correct Answer: C

QUESTION 3

What does Palo Alto Networks Traps do first when an endpoint is asked to run an executable?

A. send the executable to WildFire

B. run a static analysis

C. run a dynamic analysis

D. check its execution policy
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Correct Answer: D

QUESTION 4

What are two methods to securely transmit personally identifiable information? (Choose two.)
A. data checksumming

B. data fragmentation

C. data encryption

D. encrypted tunnels

Correct Answer: CD

QUESTION 5

On an endpoint, which method should you use to secure applications against exploits?
A. full-disk encryption

B. strong user passwords

C. software patches

D. endpoint-based firewall

Correct Answer: D

QUESTION 6

Review the exhibit and identify the type of vulnerability or attack that is commonly used against this technology.

Channel: Auto AV
Mode: Up to 54 Mbps \/
Security Options

O None

(@ WEP
() WPA-PSK [TKIP]

A. phishing

B. denial-of-service
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C. code-injection
D. password cracking

Correct Answer: D

QUESTION 7

Which type of security device uses a single-pass, parallel processor hardware architecture to accelerate content
inspection?

A. unified threat management
B. stateless firewalls

C. next-generation firewall

D. PoS-based firewall

Correct Answer: C

QUESTION 8

Which data security compliance standard is used to protect card holder data wherever it is processed, stored, or
transmitted?

A. Property Card Industry
B. Payment Card Industry
C. Personal Card Industry
D. Payment Club Industry

Correct Answer: B

QUESTION 9

What is the result of deploying virtualization in your data center?
A. reduced security threat

B. reduced operational costs

C. increased hardware capital costs

D. increased host provisioning

Correct Answer: B
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QUESTION 10

DRAG DROP

Match each type of breach to its consequence.

Select and Place:
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exposed government-protected
health information

Drag answer here

financial loss due to loss of

card numbers

Correct Answer:

competitive advantage
exposed proprietary Drag answer here public embaras_sm_ent and
engineering secrets potential financial impact
defaced website Drag answer here financial loss due to fines/penalties
ransomeware attack Drag answer here financial loss due to downtime
retailing loss of credit Drag answer here financial loss due to loss of

consumer confidence

exposed government-protected
health information

exposed proprietary
engineering secrets

financial loss due to fines/penalties

financial loss due to loss of
competitive advantage

defaced website

public embarassment and
potential financial impact

ransomeware attack

financial loss due to downtime

retailing loss of credit
card numbers

QUESTION 11

financial loss due to loss of
consumer confidence

What is an example of a distance-vector routing protocol?

A. OSPF

B. BGP

C.RIPD. IGRP
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Correct Answer: C

QUESTION 12

Which network method securely connects two sites across a public network?
A. VPN

B. VLAN

C. switch

D. router

Correct Answer: A

QUESTION 13

Which security component should be used to prevent a malware attack delivered by USB drive?
A. endpoint security

B. password security

C. physical security

D. firewall security

Correct Answer: C

QUESTION 14
DRAG DROP
Match the attack definition to the type of security method used to protect against the attack.

Select and Place:
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virus detected on a
USB thumb drive

Drag answzr here

firewall antivirus

laptop stolen from
automobile

Drag answzr here

endpoint disk encryption

virus detected in
internet traffic

Drag answer here

perimeter firewall

port scanning from
internet

Drag answzr here

Correct Answer:

endpoint antivirus

virus detected on a
USB thumb drive

endpoint antivirus

laptop stolen from
automaobile

endpoint disk 2ncryption

virus detected in
internet traffic

firewall antivirus

port scanning from
internet

perimeter firewall

QUESTION 15

Which capability is required for a next-generation firewall to protect your network against malware threats?

A. can access/read Windows and Linux file systems
B. can scan all endpoint devices

C. can interpret file permissions

D. can perform SSL decryption

Correct Answer: D
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