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QUESTION 1

The Microsoft Azure virtual network gateway supports which two site-to-site connectivity options? (Choose two.) 

A. Direct Connect 

B. Fast Connect 

C. IPsecVPN 

D. ExpressRoute 

Correct Answer: CD 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal 

 

QUESTION 2

A customer has just launched a Palo Alto Networks VM-Series NGFW into an Amazon Web Services VPC to protect a
cloud hosted application. They are experiencing unpredictable results and have identified that the interfaces on the
firewall are in the incorrect order Which PAN-OS CLI command resolves this issue? 

A. set system setting mgmt-interface-swap enable yes 

B. set mgmt-interface settings swap yes 

C. set mgmt-interface swap yes 

D. set system setting mgmt-interface swap yes 

Correct Answer: A 

 

QUESTION 3

An administrator has deployed an AWS transit gateway and used multiple VPC spokes to segregate a multi-tier
application. The administrator also created a security VPC with multiple VM-Series NGFWs in an active/active
deployment model via ECMP using Amazon Web Services VPN-based attachments. 

What must be configured on the firewall to avoid asymmetric routing? 

A. source address translation 

B. destination address translation 

C. port address translation 

D. source and destination address translation 

Correct Answer: C 
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QUESTION 4

Palo Alto Networks recommends which two options for outbound HA design in Amazon Web Services using VM-Series
NGFW? (Choose two.) 

A. iLB-as-next-hop 

B. transit gateway and security VPC with VM-Series 

C. traditional active/standby HA on VM-Series 

D. transit VPC and security VPC with VM-Series 

Correct Answer: CD 

 

QUESTION 5

The VM-Series integration with Amazon GuardDuty feeds malicious IP addresses to the VM-Series NGFW using XML
API to populate a Dynamic Address Group within a Security policy that blocks traffic. How does Amazon Web Services
achieve this integration? 

A. SNS 

B. SQS 

C. CodeDeploy 

D. Lambda 

Correct Answer: D 

 

QUESTION 6

What resource is required to receive inbound traffic from the internet to VM-Series NGFW deployed as a gateway for
Azure Stack workloads? 

A. Public IP for the VM-Series NGFW 

B. NAT appliance 

C. Azure Stack Edge Router 

D. Border Customer Network 

Correct Answer: C 

 

QUESTION 7

What is the default capacity license of a VM-Series NGFW being deployed from the Google Cloud Platform
Marketplace? 
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A. VM-GCP 

B. VM-100 

C. VM-500 

D. VM-300 

Correct Answer: D 

https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/set-up-the-vm-series-firewall-on-google-cloud-
platform/deploy-the-vm-series-firewall-on-google-cloud.html 

 

QUESTION 8

What are two ways to initially deploy a VM-Series NGFW in Microsoft Azure? (Choose two.) 

A. through ARM Templates in the GitHub Repository 

B. through Solution Templates in the Azure Marketplace 

C. through Expedition in the Customer Success Portal 

D. through Iron Skillets in the GitHub Repository 

Correct Answer: AC 

 

QUESTION 9

Amazon Web Services WAF can be enabled on which two resources?(Choose two.) 

A. AWS CDN 

B. AWS NAT Gateway 

C. AWS ALB 

D. AWS NLB 

Correct Answer: AB 

 

QUESTION 10

Which two statements are true about CloudFormation? (Choose two.) 

A. CloudFormation is a procedural configuration management tool. 

B. CloudFormation templates can be used on both Amazon Web Services and Microsoft Azure 

C. CloudFormation templates can be written in JSON or YAML 
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D. CloudFormation is a declarative orchestration tool. 

Correct Answer: BC 
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