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QUESTION 1

Which three key functions are processed as part of the Palo Alto Networks single-pass architecture (SPA)? 

(Choose three.) 

Select 3 Correct Responses 

A. User-ID 

B. Content-ID 

C. Intruder-ID 

D. Device-ID 

E. Virus-ID 

Correct Answer: ABD 

 

QUESTION 2

Which architecture is unique to Palo Alto Networks and results in no additional performance overhead when enabling
additional features? 

A. multi-pass 

B. multiple-core threaded 

C. single-pass 

D. no-pass 

Correct Answer: C 

 

QUESTION 3

Which of the following is an advantage of the Palo Alto Networks Next-Generation Firewall (NGFW)? 

A. Docker containerscan be run on the hardware to add features. 

B. It identifies applications by port number and protocol. 

C. It is well positioned in the network to do more than provide access control. 

D. Customers can create their own mix of security vendor products. 

Correct Answer: C 
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QUESTION 4

A Human Resources (HR) application has the URL of https://hr.company.com:4433/. 

How should the "Service" column of the Security policy be set to match and permit this application? 

A. Define and then select a new custom Transmission Control Protocol (TCP) service with port 4433. 

B. Edit "service-https" to use port 4433. 

C. Set to "service-http". 

D. Set to "application-defaults," which will locate and match the HR application. 

Correct Answer: A 

 

QUESTION 5

Which three of the following arefeatures of the Palo Alto Networks Next-Generation Firewall (NGFW) that differentiate it
from a stateful inspection firewall? (Choose three.) 

Select 3 Correct Responses 

A. Login-ID 

B. User-ID 

C. App-ID 

D. Network-ID 

E. SSL/SSH Decrypt 

Correct Answer: BCE 

 

QUESTION 6

Using a comprehensive range of natively-integratedsubscriptions and inline machine learning (ML), what does a Next-
Generation Firewall (NGFW) use to prevent known and unknown threats in real time? 

A. Cloud Delivered Security Services (CDSS) 

B. Cloud Security Posture Management (CSPM) 

C. Cloud NativeSecurity Platform (CNSP) 

D. Cloud Identity Access Management (CIAM) 

Correct Answer: A 

 

QUESTION 7
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How does Cloud Identity Engine (CIE) simplify deployment of cloudbased services to provide user authentication? 

A. It allows configuration of an authentication source once instead of for eachauthentication method. 

B. It expands the capability to filter and forward decrypted and non-decrypted Transport Layer Security (TLS) traffic. 

C. It ensures that a compromised master key does not compromise the configuration encryption for an entire
deployment. 

D. It authenticates users via a cloud-based service and refers to the hub for mappings for group identification. 

Correct Answer: D 

 

QUESTION 8

The Security Operations Center (SOC) has noticed that a user has large amounts of data going to and coming from an
external encrypted website. The SOC would like to identify the data being sent to and received from this website. 

Which Secure Sockets Layer (SSL) decryption method supported by Palo Alto Networks would allow the SOC to see
this data? 

A. Forward Proxy 

B. Web Proxy 

C. Certificate Proxy 

D. Inbound Proxy 

Correct Answer: A 

 

 

QUESTION 9

Implementation of which PAN-OS feature improves visibility and prevention of malware? 

A. Anti-Spyware profiles 

B. Data Filtering profiles 

C. Decryption profiles 

D. Antivirus profiles 

Correct Answer: A 

 

QUESTION 10

Which two of the following are ways that Palo Alto Networks CloudDelivered Security Services (CDSS) use confidential
information collected from users? (Choose two.) 
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Select 2 Correct Responses 

A. legal compliance 

B. attack retaliation attribution 

C. verification of entitlements 

D. verification of applicant statements 

Correct Answer: AD 
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