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QUESTION 1
Name Role | Role group
Adminl Global Administrator Naone
Admin2 None Compliance Administrator
Admin3 None Records management

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

You create the retention label shown in the following exhibit.

Create retention label

Mame

File plan descriptors

Labed Settings

Peowod

*o—0—0—0—0

Finish

Review and finish

MName

MNarme

Retenton

Eciit

File plan descriptors

Retention settings

Retention period Retention action

T v Prierer, rvew and Oclele

Ednt Edit

Based on Disposibion stages and reviewers

Baved om wieen & wat Creade ':-!.:l_;u- T e ‘_1‘..'.-:_;-*‘-

Echit StaceE 1 revervwers
Admin 1 @LODDSe2 TO626 onmicosoflcom
Admind @ OD5%e? TDE2 6 onmicrosolft.oom,
Admin3@LODSe2 T0626.onmicrosoft.oom
Edit

Use label to classify content as a

Rarore]

Eclst

Which users can perform a disposition review of content that has Retention1 applied?

A. Admin2 only

B. Admin3 only

C. Adminl and Admin2 only

D. Adminl and Admin3 only

E. Admin2 and Admin3 only
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F. Adminl, Admin2, and Admin3
Correct Answer: E

Explanation:

Permissions for disposition

*

Admin3: To successfully access the Disposition tab in the Microsoft Purview compliance portal, users must have the
Disposition Management role. From December 2020, this role is now included in the Records Management default role

group.

Note:

By default, a global admin isn\\'t granted the Disposition Management role.
*

Admin2

Compliance Administrator - Members can manage settings for device management, data loss prevention, reports, and
preservation.

The RecordManagement role is included in default roles assigned to the Compliance Administrator role. Incorrect:
*
Not Adminl

The disposition reviewers explicitly need the Disposition Management role. This is included in the Records Management
rule group

QUESTION 2

You are evaluating the technical requirements for the DLP reports. Which user can currently view the DLP reports?
A. Admin4

B. Adminl

C. Admin5

D. Admin2

E. Admin3

Correct Answer: E
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QUESTION 3

You need to create a retention policy to retain all the files from Microsoft Teams channel conversations and private
chats. Which two locations should you select in the retention policy? Each correct answer presents part of the solution.
(Choose two.) NOTE: Each correct selection is worth one point.

A. OneDrive accounts

B. Office 365 groups

C. Team channel messages

D. SharePoint sites

E. Team chats

F. Exchange email

Correct Answer: AD

Reference: https://support.microsoft.com/en-us/office/file-storage-in-teams-df5ccO0a5-d1bb-414c-8870-46c6eb76686a

QUESTION 4
You have a Microsoft 365 tenant that uses trainable classifiers.
You are creating a custom trainable classifier.

You collect 300 sample file types from various geographical locations to use as seed content. Some of the file samples
are encrypted.

You organize the files into categories as shown in the following table.

Category Type Language Encryption status
Categoryl .docx French Not encrypted
Category?2 Xlsx English Encrypted
Category3 pptx German Encrypted
Category4 .docx English Not encrypted
Category5 .mht English Not encrypted
Category6 htm English Not encrypted

Which file categories can be used as seed content?
A. Category2, Category3, and Category5 only

B. Categoryl and Category3 only
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C. Category4 and Category6 only
D. Category4 and Category5 only
Correct Answer: C

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=0365- worldwide
https://docs.microsoft.com/en-us/sharepoint/technical-reference/default-crawled-file-name-extensions-and-parsed-file-

types

QUESTION 5

HOTSPOT

Your company has offices in 30 countries.

The company has a Microsoft 365 E5 subscription that uses Microsoft SharePoint Online.

You create SharePoint sites for each department and country. The sites are named by using a naming convention of
[Department]-[Country], for example, Sales-France.

You need to prevent files stored on the sites of the sales department from being deleted permanently for five years. The
solution must meet the following requirements:

Only affect the files on the sales department sites.
Minimize administrative effort.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
To prevent the file deletion, use: v
An auto-labeling retention policy
A records management file plan
A retention policy
An auto-labeling retention policy
Restrict the solution tc the sales department sites by using: | v

A sensitive info type
A static scope
An adaptive scope

Correct Answer:
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To prevent the file deletion, use: v

An auto-labeling retention policy
A records management file plan
A retention policy

An auto-labeling retention policy

Restrict the solution to the sales department sites by using: v

A sensitive info type

A static scope
An adaptive scope

Explanation:

Box 1: A retention policy

You can very efficiently apply a single policy to multiple locations, or to specific locations or users.
Note: Retention policies can be applied to the following locations:
Exchange email

SharePoint site

OneDrive accounts

Microsoft 365 Groups

Skype for Business

Exchange public folders

Teams channel messages

Teams chats

Teams private channel messages

Yammer community messages

Yammer user messages

* Incorrect:

Auto-Label Retention Policy are based on Sensitivity Labels and are used to mark documents and files as containing
important information.

Box 2: A static scope A static scope doesn\\'t use queries and is limited in configuration in that it can apply to all
instances for a specified location, or use inclusion and exclusions for specific instances for that location. These three
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choices are sometimes referred to as "org-wide", "includes”, and "excludes" respectively.

Incorrect:

* Adaptive scope An adaptive scope uses a query that you specify, so the membership isn\\'t static but dynamic by
running daily against the attributes or properties that you specify for the selected locations. You can use multiple

adaptive scopes with a single policy.

Reference: https://learn.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide

QUESTION 6
HOTSPOT
You have a Microsoft 365 E5 tenant that contains three groups named Groupl, Group2, and Group3.

You have the users shown in the following table.

Name Member of
Userl Groupl

User2 Groupl, Group3
User3 Group2, Group3

You have the sensitivity labels shown in the following exhibit.
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-+ Create a label = Publish labels () Refresh

Name Order
General - 0- lowest
Confidential A |

Low 2

Medium 3

High 4

Top Secret 5
Low 6
Medium 7
High 8 — highest

You have the label policies shown in the following table.
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Confidential — Low
Confidential — Medium
Confidential - High
Top Secret

) Apply this default
Name Labels to publish Group Sl e

Policyl Confidential Groupl Confidential

Confidential — Low

Confidential — Medium

Confidential — High
Policy2 All labels Group?2 Confidential — Medium
Policy3 Confidential Group3 Top Secret

For each of the following statements, select Yes if the statement is true. Otherwise,

NOTE: Each correct selection is worth one point.

Hot Area:

The Confidential label will be applied to all the documents created by Userl.

Statements

select No.

Yes No

User2 can apply the General label to all the documents created by User2.

User3 can change the label applied to a document created by Userl.

Correct Answer:

Statements

Yes No

The Confidential label will be applied to all the documents created by Userl. C O

User2 can apply the General label to all the documents created by User2. | O |

User3 can change the label applied to a document created by Userl. kel

QUESTION 7

You plan to implement Microsoft Office 365 Advanced Message Encryption.

You need to ensure that encrypted email sent to external recipients expires after seven days.
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What should you create first?

A. a custom branding template

B. a remote domain in Microsoft Exchange

C. a mail flow rule

D. an X.509 version 3 certificate

E. a connector in Microsoft Exchange

Correct Answer: A

Explanation:

You can only set expiration dates for emails to external recipients.

With Microsoft Purview Advanced Message Encryption, anytime you apply custom branding, the Office 365 applies the
wrapper to email that fits the mail flow rule to which you apply the template. In addition, you can only use expiration if
you

use custom branding.

Note: Create a custom branding template to force mail expiration by using PowerShell

Connect to Exchange Online PowerShell with an account that has global administrator permissions in your
organization.

Run the New-OMEConfiguration cmdlet. PowerShell New-OMEConfiguration -ldentity "Expire in 7 days"
-ExternalMailExpirylnDays 7

Where:
Identity is the name of the custom template.

ExternalMailExpirylnDays identifies the number of days that recipients can keep mail before it expires. You can use any
value between 1

QUESTION 8
You have a Microsoft 365 E5 subscription.

You need to identify personal data stored in the subscription and control the transfer of personal data between users
and groups.

Which type of license should you acquire?
A. Microsoft Purview Audit (Premium)

B. Priva Privacy Risk Management

C. Microsoft 365 E5 Compliance

D. Priva Subject Rights Requests
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Correct Answer: B

QUESTION 9
Your company has a Microsoft 365 tenant.
The company performs annual employee assessments.

The assessment results are recorded in a document named Assessment | cmplatc.docx that is created by using
Microsoft Word template.

Copies of the employee assessments are sent to employees and their managers.

The assessment copies are stored in mailboxes, Microsoft SharePoint Online sites, and OneDrive for Business folders.
A copy of each assessment is also stored in a SharePoint Online folder named Assessments.

You need to create a data loss prevention (DLP) policy that prevents the employee assessments from being emailed to
external users.

You will use a document fingerprint to identify the assessment documents.
What should you include in the solution?

A. Create a fingerprint of 100 sample documents in the Assessments folder.

B. Create a sensitive info type that uses Exact Data Match (EDM).

C. Import 100 sample documents from the Assessments folder to a seed folder.
D. Create a fingerprint of AssessmentTemplate.docx.

Correct Answer: D

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/document-fingerprinting?view=0365-worldwide

QUESTION 10
You have a Microsoft 365 E5 tenant that uses a domain named contoso.com.

A user named Userl sends link-based, branded emails that are encrypted by using Microsoft Office 365 Advanced
Message Encryption to the recipients shown in the following table.
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Name Email address

Recipientl | Recipientl@contoso.com

Recipient2 [ecipient2@fabrikam.ornmicrosoft.com

Recipient3 | Recipient3@outlook.com

Recipient4 | Recipient4@gmail.com

For which recipients can Userl revoke the emails?

A. Recipient4 only

B. Recipientl only

C. Recipientl, Recipient2, Recipient3, and Recipient4
D. Recipient3 and Recipient4 only

E. Recipientl and Recipient2 only

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/revoke-ome-encrypted-mail?view=0365-
worldwide

QUESTION 11

You have a Microsoft OneDrive for Business folder that contains the files shown in the following table.

Type Number of files
JPg 50
.docx 300
dxt 50
Zip 20

In Microsoft Cloud App Security, you create a file policy to automatically apply a classification. What is the effect of
applying the policy?

A. The policy will apply to only the .docx and .txt files. The policy will classify the files within 24 hours.
B. The policy will apply to all the files. The policy will classify only 100 files daily.
C. The policy will apply to only the .docx files. The policy will classify only 100 files daily.

D. The policy will apply to only the .docx and .txt files. The policy will classify the files immediately.
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Correct Answer: C

Reference: https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

QUESTION 12
You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers are joined to Azure
Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers.
Solution: You onboard the computers to Microsoft Defender fur Endpoint.

Does this meet the goal?

A. Yes

B. No

Correct Answer: A

QUESTION 13
HOTSPOT
You have a Microsoft 365 E5 tenant.

You need to create a custom trainable classifier that will detect product order forms. The solution must use the principle
of least privilege.

What should you do first? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Action to perform: v

Create an Exact Data Match (EDM) schema
Import a data loss prevention (DLP) rule package.
Start the opt-in process

To perform the action, assign the role of: : v

Compliance Administrator
Global Administrator
Securnty Administrator

Correct Answer:

Action to perform: v

Create an Exact Data Match (EDM) schema
Import a data loss prevention (DLP) rule package.
Start the opt-in process

To perform the action, assign the role of: : v

Compliance Administrator
Global Administrator
Security Administrator

Explanation:

Box 1: Start the opt-in process

Prepare for a custom trainable classifier

It\\'s helpful to understand what\\'s involved in creating a custom trainable classifier before you dive in.
Timeline

This timeline reflects a sample deployment of trainable classifiers.

Opt-in is required the first time for trainable classifiers. It takes twelve days for Microsoft 365 to complete a baseline
evaluation of your organizations content. Contact your global administrator to kick off the opt-in process.

Box 2: Compliance Administrator
Compliance Administrator role is required to train a classifier.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with
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QUESTION 14
HOTSPOT

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Mame Platform Microsoft Intune
Devicel | Windows 11 Mot enrolled
Device? | macOS Enrolled

You need to onboard the devices to Microsoft Purview. The solution must ensure that you can apply Endpoint data loss
prevention (Endpoint DLP) policies to the devices. What can you use to onboard each device? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Arca

Devica: -

The Company Portal app only

Microsoft Endpoint Manager only

A local script and Group Policy only

The Company Portal app and Microsoft Endpoint Manager only
A local script, Group Policy, and Microsoft Endpoint Manager

Device2: v
The Company Portal app only

Microsoft Endpoint Manager only
A local script and Microsoft Endpoint Manager only

The Company Portal app and Microsoft Endpoint Manager only
The Company Portal app, a local script, and Microsoft Endpoint Manager

Correct Answer:
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Answer Area

Device1: v

The Company Portal app only
‘ Microsoft Endpoint Manager only
| A local script and Group Policy only
The Company Portal app and Microsoft Endpoint Manager only

A loca I, Group Policy, and Microsolt Endpoint Manage
Device2: v
The Company Portal app only

Microsoft Endpoint Manager only
A local script and Microsoft Endpoint Manager only

The Company Portal app and Microsoft Endpoint Manager only

The Company Portal app, a local script, and Microsoft Endpoint Manager

QUESTION 15
HOTSPOT

You create a sensitivity label as shown in the Sensitivity Label exhibit.
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Review your settings and finish

Name
Sensitivityl

Display name
Sensitivityl

Description for users
Sensitivityl

Scope
File,Email

Encryption

Content marking
Watermark: Watermark
Header: Header

Auto-labeling
Group settings
Site settings

Auto-labeling for database columns

Nore

You create an auto-labeling policy as shown in the Auto Labeling Policy exhibit.
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Auto-labeling policy

Edit policy Delete policy

Policy name
Autc-labeling policy

Description

Label in simulation
Sensitivityl

Info to label
IP Address

Apply to content in these locations
Exchange email All

Rules for auto-applying this label

Exchange email 1 rule

Mode
On

Comment

A user sends the following email:

From: userl@contoso.comTo: user2@fabrikam.comSubject: Address ListMessage Body:
Here are the lists that you requested.

Attachments:

Both attachments contain lists of IP addresses.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements
Sensitivityl is applied to the email.

A watermark is added to Filel.docx.

A header is added to File2.xml.

Correct Answer:

Answer Area

Statements
Sensitivityl is applied to the email.

A watermark is added to Filel.docx.

A header is added to File2.xml.
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